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Chapter 1 IBH Link UA — Setup Page 1-1

1 IBH Link UA — Setup

1.1 Installation and connection

The IBH Link UA Quad Core 64 Bit, the IBH Link UA Quad Core 32 Bit and the IBH
Link UA Single Core 32 Bit are designed for DIN rail mounting:
All IBH Link UA have two (2)
interfaces separated by a firewall,
IBH Link UA  which are designed for data
Q“;‘;’_‘;ifre exchange at the management level
or at the control level.

. Interface IBH Link UA
=~ Quad-/Single-Core 32 Bit
(QC-32 / SC-32)

The management level has an
Ethernet port (10 / 100 MBIt/s). The

interface of the control level consists
of a 3-port switch (10 / 100 MBit/s).

IBH Link UA 32-Bit
Quad- / Single-Core

Interface IBH Link UA Quad Core 64 Bit (QC-64)

The control level and management level each have an Ethernet port (10 / 100 / 1000
MBit/s). There is also a USB port and a slot for a micro-SD card.

Power supply IBH Link UA Quad Core 64 Bit

The power is supplied via the included plug.
Power supply: 24VvDC / 0.2A

Power supply IBH Link UA Quad-/Single-Core 32 Bit
f 000 The power is supplied via the included plug.

| N - Power supply: 24VvDC / 0.2A
00060 PPy

ATTENTION!

ﬁ . A supply voltage of 12VDC to 36VDC is to be used for the operation of the IBH Link UA.
A A higher supply voltage may destroy the device.

1.2 Configuration of the IP addresses (default setting)

This information is printed on the side of the IBH Link UA.
The administration interface can be accessed in the delivery
state with a current web browser via the Ethernet port 2 (QC-
32/ SC-32 via port 2 to 4) via the IP address 192.168.1.14.
The Ethernet port 1 can only be used to configure the IBH
Link UA if a DHCP server assigns the IP address, and a
DNS server resolves the name by specifying the hostname
http://ibhlinkua_<serial number> (http://ibhlinkua_010331)

No additional applications or drivers are required.

Default logon data

Username: admin Password: admin

TTI Trans Tech International® 2024 IBH Link UA Workshop
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Standard IP address configuration (QC-32/ SC-32)

| Level || Port || Address |
Management Port 1 Hostname:
level ibhlinkua_<Seriennummer>

| Controllevel | Port2-4192.168.1.14 |

Management Level

Control Level
(Machine Level) I N

g

Standard IP address configuration (Quad Core 64 Bit)

= | Level || Port || Address |
Hostname:
Management level | Port 1 ibhlinkua_<Seriennummer>
| Control level || Port 2 [192.168.1.14 |

Note:q

In-the-IBH-Link,-UA-default-factory-setting-the-configuration-
may-be-accessed-using-an-Internet-browser-(FireFox. -
Microsoft-Edge, - Internet-Explorer, -etc. )-as-follows:

Management level

Control level g

r:,

Via-the-‘management-level-(port-1)-with-the-host-name-if-the-
port-is-connected-to-a-network-with-a-DHCP-server-and-
DNS-server.

Via-the-ports-of-the-machine-level, it-is-only-possible if-the-connected-network-has-the sub-address-
192.168.1.nn.

Otherwise, -a-fixed-|P-address-from-the-subnet-192.168.1.0-[24](e.g.,-192.168.1.10)-must-be-
provided-to-the-connected-PC.

1.3 Login browser window

. 0 IBH Link UA Language selection

e C @ © & 19216811472 =/ -~ P IND e % O &« = m _ .
. DPC samer s urring |sing.ie-co.re| ol [

CPU type

Login The languages English,
German and Japanese are
available in the browser

The password = case-sensitive

Eniter f'c%?‘ige?gaﬂz al:ln'in window.
Password .
Entar your pazeword a::ln‘in OPC Server runnlng
R b i
Wit display

DPC server 1= running
Lost passwiord There is a dlsplay that
provides information about
||||"IIEH snnec g l?ﬁl;]ﬂhiul}k lTLA. the activities of the OPC

% UA server.

wopir bhsoftec.com  Conlacl Wik

IBH Link UA  Workshop TTI Trans Tech International® 2024



Chapter 1 IBH Link UA — Setup Page 1-3

1.3.1 IBH Link UA type display

The IBH link UA is available at three performance levels:

Single core 3 2Bit — the processor (imx6) used in the IBH Link UA is a single core .
processor with 32 bits. Possible Ethernet transmission rates (10 / 100 smgfe—cnre
Mbit/s) (Serial numbers 010000 — 011999). Older IBH Link UA with single core
processors do not have a performance level display (Serial numbers 1000 - 4999).

Quad Core 32 Bit — the processor (imx6) used in the IBH Link UA is a single core
processor with 32 bits. Possible Ethernet transmission rates (10 / 100 qua d-core
Mbit/s) (serial numbers 5000 - 9999)

Quad Core 64 Bit — The processor (imx8) used in the IBH Link UA is a quad core
processor with 64 bits (serial numbers 030000 — 039999). These IBH qua d-core
Link UA have a significantly higher processor performance and possible Ethernet
transmission rates of (10 / 100 / 1000 MBit/s).

Remember me

If this login is marked, no username and password will be requested when the same
browser window is called up again. This setting remains in effect for up to two weeks.

1.3.2 Log In
When you click Login, the
i With unencrypted connections, it is possible that personal information can be fO||0WIl’lg SeCUI’Ity messages are
revealed. | h h
displayed one after the other.

Therefore we recormmend to disable HTTP in the 'Security' page.

Ok |

Important information about the Password

i Currently a default password is used.

It i highly recommended to change the

password, After the security messages have been confirmed, we

recommend changing the password.

itis important that the time is

i Cerificates will only work proper, if the clock is set correctly. Yoor device reports:

set correctly, otherwise any
2024-09-26 15:33:45 OPC UA data transfer and
therefore firmware updates
cannot be carried out.

You should continue anly, if the date and time settings are correct. Otherwise the clock should be set first,

-,
m Cancel

Continue?

Change Password

W R o secuy oo, e

€ 5 C @ |0 & 19218000 e @ m @ e o = password should be changed.
= o single-ora The username may also be
Netwark : changed.

In the open browser window
Management level / control
level klick the button Update
password.

User nams
wimin @ cannat be changed

Choose Pa md
e e s @G

The username for browser
access cannot be changed.

Repeat passwui

.’,jmnnrm Ok | _Canc,el |

TTI Trans Tech International® 2024 IBH Link UA Workshop
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If the password is not long enough or if you have not  Choose Password

entered enough different characters (A-Z; 0 - 9; Too short ®eees -
special characters), the background is "red". For security reasons, the password must be
12 or 16 characters long.

The browser access username cannot be changed.

1.4 Network browser window
Management Level Settings (QC-32 / SC-32)

= I " Port 1 Network
P O B 1924681147 pensm % @ @ o = Configuration and Global
S e G ] qmizer | System Configuration.
Control Lavel Routas HOZ2.1% QpenV P TeamViewer lof AmyVir . .
With DHCP disabled, the

Matwork Corfiguration

Endpuoirt URL upe tep:fibhinkusD0SEES- 48010
x I e Network Configuration and
Global System
------------------------- Configuration may be
e modified. The hostname can
""""""""""""" oo always be adjusted.

......................... Defaull gateway
Mamesemar | [

Mamesenar 2 | B JBH Link LA - Neteork

£ 2> gn O B 1921881045 = el E @ N =
sy | Rewert
g ) ! Lagout [ edate passwor | quad-care
|Nelwork| [(Management Level ] | Contrul Lovel Huutns BO2.1X CpERYPN Toamluvier 1ot Anyyle
Tleraork Configurstion
Encanint LR Bpc b Hibhlink s I0SRERAETI
o OpC LRI 113 1 448D
CHCP [ cractuated by choking
IF ddrus= [1n.113.34
_____ 2 e Ehanged —
------------------------- Subriet mask |2552552ﬁ. —
hobal Systam Corfigurstion
Hostnams
Fin
CiefiuE gateway s zan bo changen
armezan
]IIIIIIH Hsortec Farmesanar 1
wppstibhantten fom Cordact gk | pply| Rt

Management level settings (QC-64)
- + 5 . Here, adjustments to the
e =@ O 193 sat e i P @ @ o = hetwork configuration for
" i i ] quad-core port 1 and global system
Cantral Lownt || Ruutss || BO2,1% || OnesVPN || ToamViewer ol | | Anytiz settings can be made. If
e DHCP is deactivated, the

Endpminl URL LR !‘!h-nkuw’.!.‘.‘fjﬁ:] AEIN0
_________________________ ': ah network configuration and
_________________________ e global system settings can
Global System Coafigaration be Changed. The hOStname
Hostnarme [ibhirkua-Cosaes

can always be changed.

[san1n

« =+ O o O B 1929881045 = el R @ H =
soply | Reert
Bl oP unni Lot | Lpdate passward | quad-care
Network Mananemant Leve| Contral Lovel Huutns BO2.1X CpERYPN Toamluvier 1ot Anyyle
; TeEwrs Cangurstion
------------------------- Enchanin UL e top Hibhlink s DSGER 44010
o ope Lep A0 1 T3 14 4BHD
------------------------- GHER [ o actnated by Shcking
1P ddruss 1
P i B R S ——
Subaet mazk |25 2552550

Glabal Systam Corfiguration

£2= be changen

lBHsoftec s alee

semibnzafieccom Coract ik

192.16B,L1

IBH Link UA  Workshop TTI Trans Tech International® 2024
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Control Level Settings (QC-32/ SC-32)

= + S Here, adjustments to the

= network configuration for

& L& ] O B 1921681147 = renwort
SR o PR (remmpm—— ports 2 to 4 (control level)
Runtoe a072.1% DpenvN and g'obal SyStem

k- I0EBES: 48010

settings can be made.
If DHCP is deactivated,

|w‘ e b clsango -

. s ! the network configuration
Blatal System Corfgurston and global system
ol il settings can be changed.
e e _j’ — The hostname can always
e e ' be changed.
Aol Rewert

Control Level Settings (QC-64)

Here, adjustments to the
network configuration for

« c e —
) T e ' port 2 (control level) and
global system settings

3000000 46010
B4 14:48010

can be made.

If DHCP is deactivated,
the network configuration
and global system

Ihinkue 100
Himn lwn settings can be changed.
e J The hostname can
_m always be changed.

Management Level / Control Level adjustments (QC-64 / QC-32 / SC-32)
By clicking the Apply button, the changed settings of the control level are

_ | applied to the IBH Link UA. The apply

| | execution of the change is displayed.
| =  Changing the hostname requires a reboot. Reboot Now?

The transfer of the adjusted settings |, @ @ & =
‘ (% is displayed in the upper right corner
C [ single-co
' _ _ el of the browser window.
Since the web browser of the Link was opened using the IP address of the control level,

access to the web browser of the IBH Link UA can only take place via the changed IP
address of the control level or the IP address of the management level.

oading...

The changes require a restart of the IBH Link UA, corresponding information is displayed.

Note:
The management level (port 1) must have a different subnet address than the control level

(QC-64 port 2, QC-32 / SC-32 port 2 to port 4) to clearly identify the belongings of the ports to
the Ethernet interfaces.

Endpoint URL
controlLevel || moz.ix | The Endpoint URL is displayed at the Management Level and

:E;WD“ E;“fgma“ﬂn T in the Control Level. The endpoint URL is generated by the
ndpoint opc.top:fibhlinkua_sc: . . . .
o ey e IBH Link UA based on the settings. The endpoint URL consists

of the protocol: opc tcp // hostname: port.

Management Level Control Level 802.1X

Netwark Configuration This Endpoint URL is required to set up an OPC UA client.
Endpoint URL ope.tcpiffibhlinkua_sc:48010 . . . . . .
& ope.te:10 013.89:48010 Clients can use this endpoint URL to find out the configuration

of the server - for example, regarding the security options used.

Trans Tech International® 2024 IBH Link UA Workshop
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1.5 Settings Routes

« = Cf
..

Management Level

s T S S

Editrouts | Delsi=route | Show routes | | |

Haw route

[o IR TR R

= fnetwark

R 17

Logaut | Update passward |

Control Level

802, 1% OpenVPh TeamVigvier loT

Global Syater Cordguration

Huostname

Part

Diefault gatewsy
Mameserver 1

MNameserver 2

ithinbua-0E65E
48010

101121
101121

192 168.1.1

Add/Edit route X

The IBH Link UA allows you to

@ o = create aroute to a device in
quat-cora another subnet, change the
AnyViz

route, delete, and display it.

| Mew route | Edit route | LE

elick

[Create new route into subnet]

i1p route SMOW OWTPUT:

defeult via 10,1.13.1 dev echl proto static

10.1.13.0/24 dev eth) proto kernel scope Llink sre 10.1.12.14
192.188,1.0/24 dav ethl proco Rernel scope link Jrc 192.1488.1.14

Route:
Destination network: 192.168.110.0 C||Ck|ng the New Route
Subnetmask: 295.25.255.0 button opens the dialog box
Gateway 10.113.1 (openselect),, . ;
terface: el 4 for adding or changing the
route.
M tLevel
cj:jﬂ; . ‘ Load Open'yFM |
Clicking the

m Cancel

Show Routes button displays
the added route.

1.6 Settings 802.1x
o .

B0 1K-Securiy
Select 802 1% security

Siatus
Leyitirnation

Identity

Select CA certificate [pem) | Dur

Upload CA cetificate

Select user cenificate (perm) | Dy

Upload user certificate

O & 1921681147

(EEERSROITEY g | s |

Management Level

fmetwork

Cantrol Level

| Deactivated

Daactwatad
TS v

Select uzer secrel key [Key) | Doy aHan.,

Upload uzer sacrat key

User secret key pasaword

Global Systerm Configuration

Huoztname

Forl

Diefault gatewsay
Mamagarar 1
hameserer 2

apgly | | Revert

Keine Datei ausgewahlt,

Keine Datei ausgewahlt,

The IBH Link UA

%t w ® a = provides IEEE 802.1X for
quac-core authentication and
Routes Open¥Pr Teamyiewer 10T AnyYiz authorlzatlon |n IEEE 802
- Salert the interface for 802 1¢ security or

deactivate

networks.

Tha currand stata

Salect the legitimation algorithm (cumently

only TLS)
The username

42010
101131

ibhlnkua-00E6E

101,131

152.165.1.1

Salgct the CA cefificate in PEM fornat

Select the user certificate in PEM Fomnat

The activated settings in
the 802.1X window can
be assigned to the
network connections at
the control level or the
management level.

| Select the interface for 802.1X security or deactivate |

Salect the uzer secret key in KEY format

The pasword of the user secret key

802 1X-Security
Select 802.1X security
Status

Legitimation

Identity

Select CA certificate (pem)

Deactivated

Management Level

Control Level

IEEE 802.1X security settings can be saved.

The configuration of the

1.7 OpenVPN settings
.

€ - C @

o S

[o N IRLFRTT SN

Management Level

Open¥PN conflguration file m Status
parivF | | Deactivate Den =

Load Open¥PN configuration x|

=nebwnrk

EEERETIEY o | g

Cantrol Lewel

[Py y—— —
Giobal Syst=m Configuration
Hostnaene Wik dsses |
Fort SE01D
......................... Difauit gatesay Ll
Mamesaner 1 101121
Wamasarer 2 152,163 1.1

a0 @

Foutas 802, 1% Teamyiewar a7

OpenyPM configuration (7.ovpn):
Upload Search

quad-core

Configur ation file

lVPNCDnﬂg.Dvpn J

The Openw'PHM file must contain all client settings and cerificates.

OpenVPN is a VPN client. With
| OpenVPN an encrypted SSL
connection to a virtual network
(VPN) can be established.

® A =

Anyviz

Upload: | Load OpenyPN configuration

Mormally it can be downloaded from the Firewsll {the destination server) as | Load a OpenVPN configuration (*.ovpn).

“Inline Configuration for Most Clients".

OpenVPN requires a
configuration file and

IBH Link UA  Workshop

Apply OpenV¥PN configuration | Cancel |
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key / certificate files. Clicking on Load OpenVPN opens the Load OpenVPN
Configuration dialog box.

Load Open¥PN configuration

The configuration file with the client settings and
the certificates is selected using the Search button.
It is loaded using the Load OpenVPN
configuration button.

| OpenyPM configuration (*.ovpn):
| Upload: Upload: | Load Open'PM configuration

The OpenyPM file must contain all client settings and cerificates.
Mormally it can be downloaded from the Firewall (the destination server) as
“Inline Caonfiguration far Maost Clients”.

Clicking Apply OpenVPN configuration closes
the Load OpenVPN dialog box.

Configuration file information is displayed.

Apply Open¥PN cenfiguration (*.ovpn). |
.confirm

Apply Open¥PN configuration | Cancel

e = a0 = fretwar % 17 @ 85 = . . .
With a click on Activate
e o Logout | Ledats passward quad-core i
Management Leyeal Control Level Routes BOZ.1X TeamVievser IoT Anyviz OpenVPN the Vlrtual

WPNCarifig.ovpn.conf YOUR_SERVER_IP 213.157.15.21 1194 Deaktiviert 0000

network connection
(VPN) is activated and

Lol Crertepy | (tivate DpartPn) | Disetrsts Cpetéery | Delate openvP | | & | i .

Global Sy=tem Configuration Wlth Apply the Settlngs
arare il (sem are loaded into the IBH
Digfault getensay 10.1.13.1 Llnk UA.

Marnesarer 1 10.4.13.1

Mamesareer 2 152,158, L1

Apply | | Rewe

1.8 TeamViewer IoT activation — IBH Link UA

PC required for
Jingy installation only /////Iﬂ”
Ling [77
' Hen
Control Level
access with ‘\l

PC required for m( [T

Installation only

= @ =l

Management Leval

Control Level
access with

TeamViewer loT
nagement Level
via Internet M] ngement Lsve e

loT
via Internet

Control Level
PLC controls /

Control Level
PLC controls /
devices with

OPC UA interface

devices with
OPC UA interface

TeamViewer loT software option is pre-installed in the IBH Link UA starting firmware V 7.5.
This option offers the possibility of being able to access all PLC systems anytime and
anywhere. Complex modem solutions or the use of a PC on site are outdated.

B 1 ik

T A O B reriei 14 e —. T If the Intzrn_et must be
%F L] Logout | Update password guad-core accesse via a prOXy,
Management Level Control Level Routes B0Z.13% OpenVPh AnyViz the address can be

Teamiviawer loT H

entered in the form
Stalus D
;;:‘;‘::;‘:;‘Emnm"l . } Proxy: Port or User:
— :
Tearriviesar auto start [ e PaSSWOI'd@PrOXy.
Log level [ v Port. The proxy access
Froxy seftings
o e e to t_he Internet must be
I;t:;:at ACCEGS OVEr actlvated .
M % bz asion | Remove assignment | | Download ogfile | | Delta Iogﬂl9| MQTT setiings | Atendad Accass TO establish a
Glabal Sysler Configuration Connection Via.
Hostnama bhiinkua 1
pon o ] TeamViewer-loT, the
Nmo— i Ethernet subnet of the
Marmeserer 2 1216811 control level must have
ety | | Ravert access to the Internet.

Trans Tech International® 2024
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The IBH Link UA manages two subnet addresses separated by a firewall, each with its own
MAC address.

Ethernet areas:

| Level || Port H If you need to access the

— Internet via a proxy, you can
|Management level ” Port 1 ‘ must be in different enter the address in the form
Control level QC-64 — Port 2 IP networks Proxy:Port or User:

QC-32/SC-32—-Port2-4
Proxy access to the Internet must be activated.

Password@Proxy:Port.

Log level Info

The log output can be
Info .
s [If the log level is changed, the TearnYiewer agent must be restarted to apply the changes.| customized.
Verbose

Insert assignment token

The Assighment token

%t @ ® o = Mmustbe copied into the
quatt-core field of the same name in
ERE ] [ PeaciAl ¥z the IBH Link UA browser
window
tioken Network/TeamViewer

Sruup

oT. Enter the group
name and mark that
Team Viewer is switched
on automatically.

Tamieser auto start
Log level Inf IF the log level is changed, the Tearmiewer agert
must be restarted to apply the changes,

Proxy addrezs (IF Parf] |
il b If s

Intermel sCCags ovar proxy

i
Start | Stop | he! assl;nl Removs assignment | Dowrioad ogfie | Oalete bofila. | MOTT sstings | Alterded Access

Clicking the New assign
button opens the

Global Systern Configu ation

Hoztname inlink-iot |

Farl 42010
-'_:eldu'l atevray 192.168.1.1 TeamVIeWEI’ IOT End'
152.1668.1.1 .
o | User License
Agreement.
To apply the settings, the TeamViewer I0T end user license

agreement must be accepted by clicking the button Accept.

Note!

A\

Assignment Token taken from TeamViewer 10T

If the assignment token has been accepted, the status and the TimeViewerID with the
name are displayed in the web browser window Network/TeamViewer I0T.

The transmission of the Assignment token to TeamViewer can take same time.

Copy the TeamViewer ID

| 3 Copy the TeamViewer ID number
€5 G0 0 & 1001289 e = @w @ ® o = tgthe Windows clipboard.
SEm. e Loguut || pdate password | single-core
1 EERIEE TR TR <o a02.1% OpanVPN Close TeamViewer connection...
......................... e —
Status Eﬂ IH iz g =
Taarmiigvar e ol Help. click
Assignmant Tokan
- = Homepage...
......................... Taarriersr auto start Wiki...
Loa o e Information

Right-click on the IBHNet-IoT Tray icon to open the
context menu. The Agents... command opens the
TeamViewer Shortcuts dialog box.

IBH Link UA  Workshop

T wme BT

Close |IBHMet-1oT Tray

16:30
2020-09-03 I:J
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Teamviewer-Shortcuts J Insert the TeamViewer ID number in the
rt field of the same name. The display name

Display name: Teamviewer-URL |

1EH Link Ua 5C teanviewer: frematecontrolf fremotecontyolid=222222222 28 orwardports=[3171 Lilocalhost 3171 1:3]_) |S transferred tO the Team Vl ewer accou nt .

isinserted

This name can be used to establish a
connection to the IBH Link UA via the

| Connection @ Internet.
Display name: IIBHL\nkLIASC EeN] <
Teamviewer I0: [| 2222222222 _insertl 1)
o) A j—f“l Clicking the Properties button, a dialog box
% - ot _ _
Properties ® carvel appears with the details of the network card
— via which the IBH Link UA is connected.
Language
’V  German ‘ . . i
By clicking the Add to list button, the
i~ Ethernet card with Internet Access . .
— display name and the TeamViewer ID are
(st coomin 727 =l | adopted. The dialog box is closed with OK
[ estenee Sometin sstabkranc The installation of TeamViewer 10T in the
Local Port 31711 Timeout [ms]: 10000 IBH Llnk UA |S nOW Complete.
confirm
[s]4 Cancel |

Teamviewer 0T — MQTT settings
(click .| Open a dialog with MOTT settings for the TeamViewer cloud ‘ The MQTT option is useful in
: conjunction with the IBH Link UA
MOTT settings | MQTT option.
Clicking the MQTT button opens the Establish connection to
Connection to Team/igwer (0T the Teamviewer 0T cloud dialog box.

Activate connection

Client Id:

Topic: Details on the use of MQTT with the IBH Link UA are
Creste Cortificates for the Client described on the IBHsoftec WIKI website. _
Download the Teamviewer Authority Certificate |
S e e e - If the connection to the Team®iewer [oT Cloud is changed, the
T e TeamViewer agent must be restarted ta apply the changes. M |

oK

1.9 1.8 Activate Any Viz

The Any Viz option has been integrated since firmware V5.26. Data can be recorded and
evaluated using the AnyViz Cloud.

The AnyViz Cloud Adapter can be activated, and the status displayed in the Any Viz tab.

Subnet
e.g. 192.168.1.0/24

Management level

Subnet
e.g. 192.168.1.0/24

Management level

i
0" ol
S 5 iiine ﬁ s
TR

Subnet
e.g. 10.1.13.0/24

Control level

Subnet
S""Ca e.g. 10.1.13.0/24
I I Control level

TTI Trans Tech International® 2024 IBH Link UA Workshop
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@ ' . W If Activate AnyViz Cloud Adapter is

e-scao Wt = » o = Selected, access URLs are displayed
EEM o | RN oo s p wadcore under Status. These are the URLs (via
Mamagement Leve| Costrol Lewel Routes Bz 1k Opeal P TeamViever leT An 13 .
[etwork) e = IBH Link UA management level / control
Use Amyviz Clod Adaptar B Actkata Activata or deactivata tha fnyiz . . .
: : Sl Acgar level) with which the AnyViz Cloud
Blatus actee help:0L1 115 help. M 2165, 14568 ) Cument Stakus

Adapter browser window is called.

The AnyViz Cloud Adapter can only be called using the subnet URL in which the PC to

active hitp://10.1.13.14:8888 http://192.168.1.14:8888 D€ called and the [BH Link UA are
L LS located (with port 8888). The PC must

v
Management level Control level have Internet access.

Note:

There is no need to install the AnyViz Cloud Adapter for Windows. If this software is

installed, uninstall it.

OPC UA Tag CounterValuel500 as a diagram

o}
| L — . DLARS
4 1BH LMK Lig |
Sistmling
[ -
A A 4 rklingen Counteilauet S10. 7437 Sy o BLAGEANIN
| ~ al o;
(R L A0 Clout sddepter (BH Link Ui . \u/
! rEETEk Maholz » -
4 ML 8 CounterValue? 500 Hachhommaecelen (= i
Eaondne 2710 1SR 1 i st ¥ P T2 (EICH | anlac)
ety wy f | Er-"::rzub_:ir s 4 CPU 1800
i N e 1 AnyViz Cloud HMI offers many display
(e \ \ ] H
iR \ \ types. All OPC UA variables from
i T Y T - — | controllers, sensor and measuring systems
Ve N Y e . ~ provided by the IBH Link UA can be

! V[ displayed.
TR TR RS kit The manual and example for using AnyViz
‘@/ “27"—  are available for download on the IBHsoftec

e WIKI website.

O st Adeprer inzutgen

1.10 Security browser window

& - 8 The connection security between an OPC
=& O & tozen11anceart o @ & ®a =| UA client and OPC UA server (also OPC
NN o [ EREMBNN | pepeeec #e=e | UA server / OPC UA server) is available
Eiiif’n“’:.:,.,,' _ for selection in this window and can be
BasicZ6B3hal5 Son + Sin ardl Ercrpt v Speciﬁed.
] Aap| B haESERIa DA Sign + Sign and Enarpt ~
AprXEShaEERsaPss Sign + Sign ard Encrypt v . .
g r:‘":':]izm ;nnnz:lnlflch:‘:::l'::\relllnlm cerlificale does rat mall:'!ﬂ'\\'-\l|!|:|'m|m:::?ﬂ|:'=I(;J|“J To eStabllSh a ConneCtlon between an
R T e e e OPC UA client and an OPC UA server,
SR security settings must be performed.
AT mR e FoT ] The IBH Link UA has certificate
T T : management to enable secure
S T S SR communication defined by OPC UA
[ Permit connecting to 3 Samer § the date in the cerificate does not apply [nof recommandec) .
e e (S€CUTECHaNNe). The web browser is
gt R — used to configure the security levels and
z Fattd veiget o vt eniposion manage the certificates.
Firewall
9 R R The mechanisms defined by the OPC
] Permit only HTTPS and OPC LA over OpervPH .
= D des v Foundation are used as a base. OPC
Whconfguration . . . .
Famt HTP sceure e Woberfpraion. UA Security includes authentication and
. S e Sl e authorization, encryption, and data
Aoply | Rewart

IBH Link UA  Workshop TTI Trans Tech International® 2024
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integrity by signing. This allows the control system to be protected against uncontrolled
access via a higher-level system.

In the IBH Link UA Browser window Security, the security levels offered by OPC UA are
listed for selection.

The client queries the server's security configuration via SecureChannel to then set up a
communication channel in which the security (confidentiality) and the completeness
(integrity) of the messages exchanged are guaranteed.

Note:

Encrypted messages prevent or at least make it exceedingly difficult for untrustworthy third
parties to read the content of the messages that are exchanged between the OPC client and
the OPC server.

Note:

If a change is made in the security browser window, the buttons Apply and
Revert are activated. If the change is to be adopted, click the Apply button.

Apply | Revert |

Server Security

There are different levels of encryption. These are
A Mane (not recommended) HS H
] Bt ZReatS (not resormmendd o @ all specified by the OPC UA Foundation.
[1Basic255 ot recormmendec) Sign Is the security level for the OPC UA client /
Basic2865ha2sh @ Sign + Sign and Encrypt ~ .
[ Aes1285ha256R 53 0aep Sign - server connection
[ Aps2865ha286Rsa P ss Sign + Sign and Encrypt Selected in addition the |Si l e
@ Permit Anonyrnous Access without User (Default = O _’ ) 5
Authentication IeVeIS S|gn, S|gn and Sign
[JLet a Client connect if the hostname in the .
certificate does not match (nat recommended) o Encrypt as We” as Slgn Sigl"l and Encrypt
[JLet a Client connect if the date in the cerificate + S|g n and Encrypt can
does not apply (hot recomrmended)
be selected?

The security level is set by opening and selecting.

Sign The messages contain security signs. It is signed with the associated Private Key of the
Application Instance Certificate of the OPC UA client. Signed messages can detect
whether a received message has been manipulated by an untrustworthy third party.

Sign und Encrypt = The messages contain security tokens and are encrypted. They are also
encrypted with the Public Key of the Application Instance Certificate of the OPC server.

Sign + Sign and Encrypt The messages contain the security labels of Sign and additionally those
of the Sign and Encrypt definition.

@ Anonymous access without user authentication is allowed as a standard and can be
deactivated.

@ Settings can be made to allow OPC UA client / server connections not recommend for
security reasons by the OPC UA specifications.

However, it has been shown that in some applications these settings are unavoidable to
establish an OPC UA client / server connection.

Reverse Connection

Reversolonnoclion e In contrast to conventional client-server connections, in
|npc.tcp:,-",-’lgz‘lﬁe.l.lﬁ:48011 ~ . . . . .
A reverse connection | | Remave reveres connection | which the client establishes the connection with the server,
in the reverse connection the server actively connects to
Reverse Connection .
the client.

Endpoint Url: |Dpc.tcp:,.f/192.168.1.15:48011 |

An inverse server connection can be set up if the server is
tok] cancsl| | jn @ more protected area behind a firewall than the client.

To do this, the endpoint URL of the OPC UA client must be entered. This makes it easier to

configure the firewall. Of course, the client must support incoming server connections.

TTI Trans Tech International® 2024 IBH Link UA Workshop
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Redundant servers (only HOT mode supported) — quad core only

The software in the IBH Link UA — quad-core offers the possibility to set up redundant OPC
UA servers. Of the server redundancies defined by OPC UA, the IBH Link UA supports
the following modes:

e Non-transparent redundancy, with the sub mode Hot.

All servers in the redundant set have their own server URL and endpoint URL. Each
server in the redundant set provides a list of the other redundant servers in the set (server
URI) with the failover mode Hot. With this feature, a client only needs to know one of the
servers and can find the other available servers using the information in the server object
(Objects — Servers — ServerRedundancy). The advantage of non-transparent
redundancy is that it can be easily supported on the server side. The disadvantage is that
the client must do something to benefit from the redundancy. However, implementing
generic support in a client can be done without much effort using the information provided
by the server.

Note:

If the IBH UA Editor was used to configure the first redundant IBH Link UA (OPC
server), this configuration can be transferred to other IBH Link UA (OPC server) after
changing the server settings.

The configuration of the individual redundant IBH Link UAs must be adjusted as described in
the IBH UA Editor manual (enter IP addresses of all IBH Link UAs (OPC server) belonging to
the redundancy).

Hot failover mode

All servers are powered on and operational. In scenarios where servers are collecting data
from a downstream device such as a PLC, one or more servers are actively connected to
the downstream device(s) in parallel. These servers have minimal knowledge of the other
servers in their group and function independently. If a server fails or encounters a serious
problem, its service level drops. Upon recovery, the server returns to the redundant set of
servers with an appropriate service level to indicate that it is available.

Integrated client security

Integrated Client Security The hostname should
@D Permit connecting to a Server if the hostname in the certificate does not match (not preferably be used to
recommended)

connect to a server. If

. . . ] there is no DNS server,
@El\ferlfythe Server certificate on secure connections (manual upload of the server certificate maybe .
required) no host name is

[JTransmit Usemame and Passwort unencrypted, if a encrypted transmission is not possible available.
(required for some NanoServers).

[[JPermit connecting to a Server if the date in the certificate does not apply (not recommended)

If the option is selected,
the absolute IP address can be used for the connection to the server, even if only its host
name is entered in the server's certificate. The better way is to include both the host name
and its IP address(es) in the server's certificate.

® This setting is not recommended by OPC UA.

For security reasons, OPC UA works with time stamps. The date and time must therefore
be set correctly. If a correct time setting is impossible, this setting must be marked. This
setting is not recommended by OPC UA.

The server certificate is checked for an encrypted connection. For this, it is necessary that
the required server certificate is installed on the IBH Link UA and is available as trusted. A
manual upload of the server certificate may be required.

@ With some OPC UA servers, especially with NanoServers, a connection can only be
established if the username and password are transmitted unencrypted.

IBH Link UA  Workshop TTI Trans Tech International® 2024
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Download

Download The downloading of STEP® 7 or TIA Portal projects
(1) OForbid project download with STEP®T or TIA Portal in the IBH Link UA can be prevented.
@D Forkid wiing of the server conliguralion It is prevented that new server configurations can

be written / transferred to the IBH Link UA. The

©D Forbid reading of the server configuration L. . .
existing server configurations cannot be changed.

Server configurations in the IBH Link UA cannot be read out. This prevents a server
® configuration from being multiplied for reading into other OPC UA servers.

Firewall
Firewall The firewall can be instructed only allowing OPC
@D Permit only OPC UA on Management Level UA connections on the management level. With a

web browser, it is no longer possible to address /
configure the IBH Link UA via the management
@D Dizable device browsing level (Ethernet port 1)_

The encrypted SSL connection to a virtual network (VPN) can be restricted to the use of
the HTTPS, and OPC UA protocols.

The broadcast functions of the IBH Link UA are prevented. If ProfiNet 10 devices are
present in the same network, the device search should be deactivated, since the Profinet
IO data, exchange also works without a connection.

(2)Permit only HTTPS and OPC UA over OperivPN

A ping also works when the device search is deactivated.

Web Configuration

WWebcanfiguration For security reasons, access to the

[P it HTTP 55 for the Webconfi ti . . .
B Pemi FoeeRs forihe HehesTgnrEREn configuration of the IBH Link UA
®|—| Use custom Certificates Upload Server Certificate

Start craating new Keys @ Generate new Keys ShOUId Only take _place via secure
transport encryption (HyperText

Transfer Protocol Secure - HTTPS). Therefore, the option Allow HTTP access to the
web configuration should be deactivated.

@ Every IBH Link UA has the same parameter set for negotiat-

. : o Upload Server Certificate
ing the keys for encryption. This is usually not a problem.

However, it is possible to create a new parameter set for the encryption.

If Use custom certificate is selected, a dialog box is opened via the Upload Server
Certificate button. There are buttons here for searching, reading in, and installing the
server certificate and private key.

The button Generate new Keys opens a message that must be
confirmed to generate a new key.

The note must be observed, as the generation of a parameter set for negotiating the keys
for the encryption can take several hours.

Generate new kKeys

1.11 Certificates browser window

The existing certificates with data
and status are displayed in the

|« [} O B 10012897 ~srrzhote o @ nme X0 =

=)
L RO ol 8 o i - window. Buttons are provided to
. = e " trust, block or delete listed

certificates.

Certificates can be created,
downloaded, or read into the
designated certificate store.

TTI Trans Tech International® 2024 IBH Link UA Workshop
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1.12 Browser window GDS

= N m GDS stands for Global Discovery Server.
C 5 C @ OB 192188 -meaee o 2o w e s = | 1he OPC UA GDS concept allows the
Sem o Lot | Lpttn peesaned quad-core configuration of cross-subnet discovery
ST T services on the one hand and on the other
e hand it provides interfaces to operate central
§g§::::nt:?:llonkyne [ =, certificate management.
GDE updste interval vy hour sy @

apphy EOS configuraton sksta 605 configuration | | Cownload logfil | | & |

1.13 Time settings browser window

5 " 8 By clicking on Show Show NTP status
« 3 O @ O B 19218811477 = dateancine EA @ & = NTP status, the status
S o oPC seer s naming Loguee [ g pssucea qusazors | Of the transmitting time server is displayed
with their IP address.
Shir time in UTC (]
Tirne 181312 |
o NTP status
o] e e [ 1 [ 20 oo
i ERERFRE N 1 T DR outpat:

LERARRFERERRERRL rewore refid st ¢ when poll ressh delay offset jitcer

=193.30.35.11 24,193.1558.10 2 u 192 £4 377 34.703 -0D.221 0.165
451,75, 67.47 207,197.87.124 4 u 40 &4 377 31,919 -0,837 0,331
4Za01:4£0:0c17:64 147.231.2.6 2 u 22 64 377 34.900 1,056 0.173
HLIZD.TOLL3E.37 129.70,130.70 2 u 39 64 37T 390182 Z.0254 0.176

Tirna Sarvar zatlings

el tima from NTF sarvar

MNTF Sareer # 0.pocl.ntp.ong @*@
NTP Sarer #2 1.pool.ntp.on .

NTP Somersa 2 piopong The date and time can be entered manually
NTP Barer # 4.poalntpaorg

or automatically via the time server. Four (4)

Aoply | | Revert smwurpsmt@ .
time servers are already preset.

The date and time must be set correctly because OPC UA works with time stamps.
Certificates lose their validity if the time comparison is incorrect. A correct time for
¥ communication between server and client is, therefore, important.

1.14 System browser window

Information about the IBH Link UA is
listed and system settings are offered
important information @, in the System browser window.

for firmware update
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1.14.1 Device Information

System Firmware version

arsion  1BH Link UA %518 Dec 22 2020 15:09.00

Firmware Version IEH Link UA 5.18 Dec 22 2020 15:09:00 m* The version number is important to

Serial nurmber 10331 ' carry out a firmware update. Only the

Hyy rewision 2.0.1 imxB single-core ; : ;

MAC address 1 50:20:F4:13:90:16 y - flrmware updated with a hlgher

MAC address 2-4  S020F4:15:A8:07 P 45 version number should be done.

“ariable count o il Serial number

CPU load (%) 150 “HOPC .

My ooy SAZR serial number 10331

Termperature (°C) 4392 The serial number gives the

WEAT &Y 5.00v IBHsoftec hotline information about

WIN_24 23 B0V ; ;
the series and the age of the device.

HW revision H revision 2.0.1 im%E single-core

The HW revision indicates with which
firmware version (HW1, HW2 SC, HW2 QC or HW3 QC-64) a firmware updated can be
carried out (see page 1 - 40).

MAC addresses
The IBH Link UA (SC, QC) has two separate
MAC addresses. One MAC address is for the
management level, and the other MAC address is for the three ports of the control level.

MAC address 1 S0:20:F4:19:90:16
MAC address 2-4 S0:20:F4:15:A5:07

Variable count

“ariable count 0
The number of variables registered as OPC UA variables is
displayed.
Hardware information CPU laad (%) 15.0
The current CPU load, memory usage and temperature as well ~ Memery usage (%) 25.7
. Temperature (°C) 492
as an internal voltage (VBAT_5V) and the supply voltage VBAT 5v £ o0y
(VIN_24) of the device are displayed. WIN_24 23.80v

1.14.2 Backup and Restore the settings
In this field, there are buttons to save or restore the IBH Link UA configuration or to carry
out a firmware update.

Saving the IBH Link UA configuration

After downloading the configuration file ibhlinkua-settings.xml, This procedure saves the

FEEET Downloady, it is possible to perform a firmware update. existing settings.
‘

After downloading the configuration file ibhlinkua-settings.xml, it is possible to perform
a firmware update.

Restore the IBH Link UA configuration

An already saved configuration can be restored at any time. Click the Browse button. The
Select file to upload window opens. Browse...
Select the storage location (Path) and the file (ibhlinkua-settings.xml) and

confirm with Open.

Backup and Restore settings

The selected file name is
Configuration file ibhlinkua-settings.xml | Configuration file to restore previously saved settings.

Typically the file name is ibhlinkua-settings xml. dlsplayed next to the Browse
Restore Upload Configuration J‘ (Elick) button.
Click the activated Upload

Backup and Restore settings . .
P - Configuration button.

Configuration file E—"“"dj Configuration file to restore previously saved settings.
Typically the file name is ibhlinkua-settings.xml. The progress of the upload is

displayed.

Restore

TTI Trans Tech International® 2024 IBH Link UA Workshop
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i Applying the configuration requires a reboot. Reboot Now?

confirm

| m Cancel

A restart must be performed to complete the configuration
transfer.

1.14.3 Firmware Update

e IBHsoftec Support will send you a link to
""” I El F L’illﬁiﬂh the firmware update via email.

Homepage ~ Dewmioad IBH Link UA . The firmware can be downloaded as a ZIP
IBH Link UA f||e
Description Deorerioa Link ’
1B Link UA 18 OPC UA Edor V760 To unpack the ZIP file, you will need a
: ' s password that is attached to the link in the
] anv‘m Manual email.
qssszn;“w e Samples
Note:

The date and time must be set correctly in the browser window, as an OPC UA certificate

with time stamps is required for the update.
Certificates lose their validity if the time comparison is not correct.

It is then no longer possible to update the firmware. (Error message).

HW1

System This firmware version is only intended for IBH Link UAs in
Device information whose browser window the system, under HW revision,

;”"ﬂ“}‘are \’:rsm” 'f{'g;i”k UANS 17 Dec 8200134217 shows a number separated by dots without any additions.
erial numoer

@evision 10

HW2 SC
This firmware version is only intended for IBH Link UAs,
Device information in their browser window system, under HW revision, a
Firmware Version IBH Link UA5.17 Dec 82020 1342117 number separated by dots (2.0.1 - the last digit indicates
e LU 1033 1y prumper o7 7P cores the number of CPU cores) and the Addition imx6 single-
@rewsmn 2.0. 1 Imx6 smgle—c@ L
core (1 CPU core) indicates.
HW2 QC
This firmware version is only intended for IBH Link UAs,
Device information in their browser window system, under HW revision, a
Serial number 10333 # MMbET OF CPU cores . .
(W reisi the number of CPU cores), and in the Additional quad-
revision 2.0.4 1mx6 quad—c@ e
core (4 CPU cores) is included.
HW3 QC-64
This firmware version is only intended for IBH Link UAs,
Davice information . . . ..
in their browser window system, under HW revision, a
Firmware Version IBH Link UA VS 34 Sep 25 2024 13:12:57 L. .
Serial number 0000 g¢Number of CPU cores number separated by dots (2.0.4 - the last digit indicates
LTS ’,3.0. pooged oy the number of CPU cores), and in the Additional quad-
Hardware version EE—— core (4 CPU cores) is included.
R —,— WIS Select saved firmware file
Cinganize v Plew folder = A ]

o N ==« The firmware file * .tar is displayed in the IBH Link UA's
2 Docurments weupste 3 ar 'ta 4 5 n . K )
P System browser window.

~|  usmorn Files (Rn

comm_Ceen | [ s

Fle name: | Facpdske-5 20 or
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Firmware Update: is inserted CI|Ck the Upload FirmWare button tO |0ad

Select firmware File |ﬁN-update—v57ED-sc‘tar l Firmware file to perform an update. Typically . . .
the fle name is ibhlinkua update-vo0treision-— the new firmware into the IBH Link [oT. The

type.tar. . .

Upload Firmware  upload Fumreﬁ iter s e fileto perform an updes s been seecte, || NEW firmwaare is not yet accepted (updated).
it must be uploaded, before the new firmware can be applied. .

— Confirm the message.

| Important information about the firmware download |

The firmware update

i To update the firmware all communication must be cancelled. This may take a | o .
| moment. processisindicated.In  + m @m @ #F =
| The upload starts then immidiately. Cancel now? .
| the upper-right corner of inglo-coPgaitH *
— pper-righ: e
~ ok] cancel| | the browser window
Firmware Update: Loadlng appears

Select firmware File T Firmware file to perform an update. Typically

the file name is ibhlinkua-update-v}XX-revision-

type tar.
The loading of the firmware is indicated.
i Updating the firmware can take up to 2 Minutes. Do not remave power from the IBH Link UA during that : If the Ioad|ng |S Completed, the fOIIOWlng
time. . .
The LEDs show the current update step. After the LEDs return to normal operation the process has finished. meSS&ge IS dISplayEd .

Update firmware now?

) CONfirm the message.

Firmwareupdate in progress. __x | Firmwareupdate in progres=. x [ Firmwareupdate in progres=:

Progress: Progress: | Progress:

The firmware update is active. Firmware update completed.
This will take approximately 2 Minutes.

Please wait ... |

I T S o

Preparing system for the firmware update ___
parnng sy pd There will be 3 reboots .

Y £ & If the LEDs show normal operation, the browser window of the IBH Link
Q..\"' é.é' .3‘(“0 5‘*6 UA must be reopened and the firmware updates are completed.

In normal operation, the RUN LED is lit, the SYS LED flashes, and the
LED's Status and Error are off.

Update completed

“ r Co@ anchuprestare oo 2 oL @ 0 =
SEe. e v i | waieon . Restart the IBH Link UA
T S T T T By clicking the Reboot button, the
GEGD . .
Zh L e IBH Link UA software is restarted.
@]" o u,:.l::d,::‘l,_ (%4 :.E.‘} Reboot Reboot Restarts the device. All communication with
Uptira " 0 Days 0 Hadrs 16 Minges (@K PLCs and OPC UA Clients will be
\':;:T-"';":"" e < interrupted. Click only, if you are absolutely
..................... Sy sure.
1.14.4 Variable format
i i
w _ o _ The representation of the variables
Classic @®  Variable names compatible with older versions
Compact () The identifiers ".GlobalVars" ".Programms” ".Generic” are omitted. If such can be adapted'

a name appears as a variable name, it is placed in quotation marks.
Variable names that contain a point are placed in quotation marks.
The identifiers " GlobalVars" " Programms” " Generic” are omitted.
All Variable names are placed in quotation marks.
Compatible (@) Data blocks from OPC Editor under " .GlobalVars”

Compatible to older Versions (2017..2019).

S7-1500 compatible

(@]

Note:
The programming systems S7 SIMATIC Manager and the TIA Portal allow dots in variable
names (e.g. Switch 7.1).
The OPC UA specification does not allow periods in variable names.

The S7 SIMATIC Manager programming system does not transfer any variables for a
period in the name to an OPC UA server !

The IBH Link UA software offers four options for variable acceptance.
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Classic:
Identifier CPU 416.CPU 416-3 PN/DP.Programs.DatenBlock.Var _INT The IBH Link UA software only accepts variable
Identifier CPU 416.CPU 416-3 PN/DP.GlobalVars.Bit_Var names who correspond to the OPC UA
Identifier IBH Link UA.CPU414.Generic.Off_2 specification.
Points in variable names must be removed in the symbol tables (S7 SIMATIC Manager) or
TIA Portal) before transferring to the IBH Link UA. The identifiers ".GlobalVars",
".Programs”, ".Generic" are added to the name of a variable.
The IBH UA Editor accepts variable names with a period. These names who contain a
point are placed in quotation marks by the IBH Link UA software during transmission.
Compact:
Identifier CPU 416.CPU 416-3 PN/DP."GlobalVars" Points in variable names must be removed from
Identifier CPU 416.CPU 416-3 PN/DP.DatenBlock.Var_Bool  the Symbo| table (S? SIMATIC Manager) before
::e"":ie’ ;’:’L‘“i'ﬁi Uc‘;:’::"g D’:t"smp transfer to the IBH Link UA. Tag names with
entifier in . ."Off_47.B" . .
PR 1BH Link UA.CPU41A.OFF 2 perllods are accept.ed in the TIA F'>ortal. The IBH UA
Identifier IBH Link UA.CPU414.8it Var Editor accepts variable names with a period.

Variable names who contain a point are placed in quotation marks by the IBH Link UA
software during transmission. The identifiers ".GlobalVars", ".Programs", ".Generic" are
omitted in the variable names. If such a name occurs as a variable name, it is placed in
guotation marks. If Compact is marked, the identifier of a variable is shorter than in the

case of the Classic mark.

S7-1500 compatible:

Identifier ~ CPU 416.CPU 416-3 PN/DP." Generic" Points in variable names must be removed from
Identifier  CPU 416.CPU 416-3 PN/DP."Bit_Var" the symbol table (S7 SIMATIC Manager) before
Identifier ~ CPU 416.CPU 416-3 PN/DP." DatenBlock" "Var INT" transferring to the IBH Link UA.

Identifier  CPU 416.CPU 416-3 PN/DP."DatenBlock. Pregramms™ |y the TIA Portal programming system, dots are
B L allowed in tag names. The variable names who do

(dentifier. 1BH Link UA.CPUS14."0Off2" not correspond to the S7-1500 format are placed in

quotation marks by the IBH Link UA software during the transfer and thus brought to the
name format of the S7-1500.

The identifiers ".GlobalVars", ".Programs”, ".Generic" are omitted in the variable names.

Compatible
Mark if data block variables (OPC tags) are defined as "GlobalVars" in the IBH OPC UA
editor / variable transfer in the target name. Only to be used in older IBH OPC UA Editor
versions (2017...2019)

1.14.5 OPC UA options

I E Build structure
q name appesrs as a variskle name, it is placed in quatation marks Variables

The use of structure
variables is
s e, described in Manual
e o ol et L e oart 2 and part 3.
Structure tags are
not activated by

iz 1000 default.

ftha PLC warisble iz 8 Byladrray, the OFC vadable iz nonnally alzo a Bytesnay. This can be changed 10 8 ByteSting

Update Source Timestamp only on change.
The source timestamp is usually updated every time it is read. When the selection is
activated, the source timestamp is only updated when the value changes.
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Show byte arrays as ByteString

The IBH Link UA software can allow variables that are defined as ByteArray in the PLC to
be used as OPC variables in the ByteString format.

Route S7 connections always to slot 2.

With some S7 controllers, the S7 connection, if configured with the S7 SIMATIC Manager,
points to the CP instead of the CPU. This can be redirected to CPU slot 2.

Only allow one S7 frame to the PLC

Some S7 controllers can be overwhelmed by the number of requests. The number of
requests is limited by activating this option.

Client Timeout [ms]

With some slow servers, it may be necessary to increase the timeout for the client. The
default client timeout is 10000 ms.

No client initial update

If the connection between the client and the server was interrupted, do not perform an
initial update when reconnecting.

Forbid data type conversion

If the PLC variable has a different data type than the OPC variable, do not convert, even if
the value matched.

1.15 Users browser window
- Bl IBH Link UA - Users

Several users with differ-

€ c @ @ & 1003897 = duserlsbuimw e w n@oe ®x o = ent access rlghts can be

S=m o single-core password-protected for
the use of the IBH Link

UA (OPC UA user).

If inadmissible characters

Permissions

Read and write access to PLC variablas

Create a new managed user

Create / modify user S

User (e.g. spaces) are entered
— i the usermame or pass-
Ratype password word, the background of
| . T Fermisgions: Resd and writs access o PLC varizhies Y] . .
Roedl a-coos [0 PLC var ables the input line changes to
Read and write access b PLC vanahbles be I‘ed_ The |nput mUSt be
ok (canca corrected accordingly.
Spaces are not allowed in the username. Username: B, P, Schulz-Heise
The username for browser access is always admin. Fassword:  |esssssssses

1.16 Browser window Siemens slots
-En BH Link UA - Semans slots % IR

The projects that have

&« C @ © & 10013894 =/opcslots - @ W moes«s$ o = been loaded into the IBH
SEM o c = G Lagrut | Undste pessvard single-core Link UA are listed here.
Up to 31 STEP 7 and / or
» 57 200/ETZ00M-Station_L TIA projects can be
¥ slok 2 .
IE Genarl processed in parallel.
¥ Slok 4+ .
b o7 1o00-Gestion_1 One slot is used per
e project.
S71500,ET200MP -Stabon_1
I A = 1EH Link s
Delete clot Delete all | Load ©PGC Editaor Project | Save OPC Editor Project | Ingect SofiPLC
P RE——— IrsQrtSINu"‘ER]K| change SINJMERIE | Delete SIMJMERIK
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Load the OPC Editor project Load OPC Editor Project
An XML file with the filename

Frojectfrom OPC Editor ("op): extension opx, which was created
Upload: Erowse...‘Server - Server connection.opx Upload: | Load OPC Editor Project . .
ik andi3clestisoo '"e® ®| i Upload a praject from OPC Editor (".opx). | for a project with the IBH OPC

Configured PLCs in the project file :

O Sy Editor or IBH OPC UA Editor, can
Project from OPC Editor (* apxy be accepted as an OPC project by
oad: T TR Upload: Loa itor Projec L :
Jplead B —— clicking on Load OPC Editor

Server - Server connection.opx H
Free IBH OPC Edito, |Configured PLCs in the project file : PrOJeCt.

After installation the
Get it from ibhsoftec

CPU_312 - Ok
CPU_1z200 - Ok
CPU_1500 - Ok

Free IBH OPC Editor (= V4.13) to create the opx projects not installed?
After installation the IBH OPC Editor can be used for free in combination with IBH Link UA_
Get it from ibhsoftec.com

9 ‘Apply OPC Project | Cancel |

Save the OPC Editor project
W Bk ARt X | An OPC project available under Sie-

€ 5 C @ OB 198 ot Yy @ L @8 mens Slots can be saved as an XML
Lo || uptes passwcord | quad-core file with the file name extension opx.

Such a file can be opened for further
processing with the IBH OPC UA

Delete siot | Deleteall | Load OPC Editor Project | Save OPCEditor Project|  Insert SoftPLC | Editor.
Insert SINUMER |  Change | Delete

| Dowinlosd XML file for manue! editing |

Siemens slots

Insert SoftPLC
The IBH Link UA internal SoftPLC s Insert SoftPLC

Insert SoftPLC (BEST 611-4SB00-0YBT V4.6 compatible). | activated by clicking on Insert SoftPLC. The slot to be

occupied is freely selectable.
to Slat: | Slot 3 w
E . —_— Note:
Slot 4 Cancel| The SoftPLC must not be activated in
Slat 5 A Slot 2 under any circumstances. Slot 2
Slot6 - is reserved exclusively for
Ev communication — IE General.
Slot 18 =

Insert SINUMERIK
EEHIIIEA, Varriables can be taken as OPC tags from SINUMERIK CNC controls of

Statien ame S‘NUMERIKO"C) | the PowerLine, SolutionLine and SINUMERIK One.

Etharnaet address: 10.1,132,.89 i

Canneet v MPPROFIEUE Gtewsy [ The SolutionLine series has Ethernet ports (X120 / X130) here the IBH
SubretiD: 010z |-[osce | (eRtonaluse Link UA can be connected directly. If the IBH Link UA is connected to port
MRIPROFIBUS address; |5 |Skt [3_] X130, port 102 of the firewall must be activated in the SINUMERIK.

Resd machine data

Foad GUDE and & Paramclors 1 The CNC controls of the PowerLine series do not have an Ethernet

alzim languags [Engleh | Interface .

Read SIMUMERIE Model @

CNE model: [Ramerc CaerTay Here the connection is to be established via an IBH Link S7++, which is
Number Axes: [3 Fgmg,:;:m switched to the configured mode. These CNC controls have two (2)
il R — connection channels to the SPS (PLC) and five (5) connection channels to

Browsa... | Mo file selected.

T _ the NCK. A connection channel to the PLC (PLC) is always occupied by
e wome s wmawe | the connected HMI.

Browsa... | Mo file selected.

impart DER alzrms e |

Car\cEIl
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Connect via MPI / Profibus gateway

Connoet over MPUPROFIBUS Cateway If this option is activated, the subnet ID, address and slot can be

Subnet-ID: _[os08 activated ad] usted.

can be changed

MPI/PROFIBUS address: Slat

Read SINUMERIK Model Read SINUMERIK Model
| By clicking on Read SINUMERIK model, a connection to

the CNC is established and information available in the
Number Axes: [3 S Sered ™ SINUMERIK is read.

CHNC model: |Numeric ContSI72.07

| If model, axis and spindle information can be read, the

Number Spindles: |2 SINUMERIK model name, number of axes and spindles

. e SN are displayed in the dialog box. The
€)5 @ Q D & 10013830 o das ~®©¢ @D e ®x o = complete information, prepared as an XML
= o QPC serveris ranning Logrut ] Upcate pesward single-core file, is adopted under OPC Project by
Siemens slots CIlelng OK.
¥ 3ok 2
¥ OFC Project adopted from .
Orirede BRI Import NC-VAR file
T The SINUMERIK auxiliary program NC VAR
"l Selector lists variables according to the
LaN .
v erechannelLit SINUMERIK CNC software version.
. oo Variables that are to be used as OPC tags
- can be selected from this list.
VEFHOITAME
vendoiesision The program can generate a file (* .awl)
Wersinn . .
pelo it | Deltoall | Load OPC Edice Project| Sawe oRC Ednar Project from a file (* .var) saved with the NC VAR
Inzert SofFLC | Insert SINOMERIK | Change S[M.IMER]Kl Delet= SHUVERL Se|eCt0r program

selected * .AWL The variable information from such an STL file can be

(CligK) file is displayed . .
M transferred in addition to the data read from SINUMERIK CNC.
—Elrowse... CNC wvariable file.awl

This information, prepared as an XML file, is accepted under
Import NC-VAR-Selector ﬁle| Only Existing  OPC project by clicking OK.
(chck take over data

- 1B |EH Link UL - Siernens slats x

Change SINUMERIK

&« oW @ & 10.013.837 =jopcslots r In D @ &% O = A project that has been
SR e OPC server is running Logaut | Update passwaord single-core adopted by SINUMERIK CNC
»siot 2 can be changed.
¥OPC Project
OnlineCreatacy, ™Ak the SNUMERIK nams If the name of a SINUMERIK
Deleie st | Delete all || Load OPC Editor Project | | Save oPC Editar Project | CNC is highlighted, clicking on
Ieert SofPLG | | Insert SIMUMERIE | | Change SINUMERIK | | Delete SINUMERIK Change SINUMERIK opens
ek Change SINUMERIK controller in OPC Editcrprnjecil the |nS€I‘t Statlon dla'Og bOX
Changes can be made here.

Save OPC Editor Project

A SINUMERIK CNC project that is available in the Siemens Slots browser window (OPC
project) can be saved to be further edited with the IBH Link UA Editor.

1.17 History browser window

OPC Historical Data Access, also known as OPC HDA, supports access to data stored in
a buffer.

From simple data logging systems to complex SCADA systems, historical data can be
queried in a standardized way.
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tree
W e RN Historical data is activated via the
T & 1921881147 = Fsern - = D e xXx o = IBH L|nk UA history bI’OWSEI’
[CC serer is running | Logout || Lpdata password | single-core

BN o

History tree

Addrass space

¥axample 7 -muld CPUz 57

History vars

window. The historical data are
LRSS - organized in the IBH Link UA as a

Lo e Hlstory oot ring buffer in RAM.

¥57 FLC 2 CAU 212 Erer ihe sampling rae [seconds| .
i e In the opened history parameter
::::;::j::‘ismn Eriter the nlsln.ry buffer siza [numiber of valugs]: input f|e|d1 the required ValueS
i Counter on must be entered and confirmed.

SarialMumbar Store on miniruem change:

SoftwaraReisian [ eenbechangea
FRrograms
sugpartedTypes @j o cancei|
¥ Counter Values
""" Miralua_z History activa 0.5 1000 o
_____ Mafalug_2 History activa 0.5 ionn o
Cortrol_0oM_2
Carkrolling_is_0On_2
Hiztory active
----- * Tasks X 7y
DevizHealth

»S5PLC 3 CPU LD3
®55PLC 4 CPU 541
Acttvate/Charga history | | Deactwate hemry | Load 3ML | StorexkL | Remowe all| | Remarent hsmry off

Fermantion o )

B [ Livk 114 Fnhery

€ [~

SR e

0B 19210681487 = Mty o B o mnEae X0 =

The OPC UA variables declared as

EEIEIN oo | soomoei| assee—  istory variables are listed. Marked

history variables can be removed
from the list of declared history
variables by clicking on Deactivate

[Histary .I HiStOfy.
Retentive history
SR o T re—— T (rer— If a micro-SD-card is instglled
T and formatted, the retentive
,,,,,,,,,,,,,,,,,,,,, Siees soas [{iry| history function can be
S WY » example 7 - multi CPUs 57 activated.

History

=] ibhlinkua-histor.xml 3 |

SRTROP |

Stores History on SD card remanently

Histor
[__VJ ..... % m ® is running Logout| Update password ‘

Address space

History active I

variable list as XML file | » example 7 - multi CPUs 57

£

By clicking the Save XML |

Activate/Change histor lSt = H'.st ;D 4 Ll tI |
. Ores HIstory on card remanen
button, the currently available | - Remanent history onﬂ . z

hiStOfy variable listis | o Ramanent history of

downloaded as an XML file for [History ]
manual editing. || S50 oo

Store XML | Rernowe all | Rermanent history on |

(k™ Download XML file for manual editing |

1 <?rml version="1.0m?>

2 <ibhlinkua-history-config>
3 <historyconfiguration>
4

<node gamplinginterval="0.5" gquenssize="1000" abzulutechange="0">ns=4;s=example 7
- multi CPUs §7.87 PLC 2 CPU 312.Programs.Counter Values.MinValue 2</node>

5 <node gamplinginterval="0.5" gquenssize="1000" abzulutechange="0">ns=4;s=example 7
- multi CPUs §7.87 PLC 2 CPU 312.Programs.Counter Values.MaxValue 2</node>

6 <node gamplinginterval="0.5" gquenssize="1000" abzulutechange="0">ns=4;s=example 7
- multi CPUs §7.87 PLC 2 CPU 312.Programs.Counter Values.Value 2</node>

7 </higtoryeconfiguration

] </ibhlinkua-history-config>

| Load ¥ML | Store XML | Remove all |

STk Upload manually edited XML file |

By clicking the Load
XML button, a manually
edited list of history
variables is uploaded to
the IBH Link UA in XML
file format.
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1.18 OPC Client browser window

. U 1BH Link L&, - OPC Client x

e

e o

Connected Serders

© & 192.1681,147_=fopc.dient

The OPC client function is
used to read data from an
OPC server and to write this
data to the other OPC server.
This function can be used by
both OPC servers.

. g

yiInNED e o

Logout | pelte pesswerd |

i r=ad

8 |e
Donwnload client XML configuraton | Delete clent confiouration |

Crrres] variaink | R

Wbl gkt ronfiouRalion

- : ad irver Akl varizhls

| Add z serverta read varizblas from and to connect ta other senvers

|OPC Client |

Discovery Servers

Ul of & cormputar with discovery serice running:

The IBH Link UA from
IBHsoftec is a server / client
module.

The OPC client function

[cpctepii192.1681.14:48710 @Enter the URL of the server (1)

|| cEmmm2)

[Puhllshlng interal [ms]: |SDD

Synchroneous raad: O Usemame (leama emply for none):

1 enter if specified

) enables data to be

Pasgwond (Jeave empty for nonel: |

exchanged between OPC

Secairity Pollcy Security Moda
urrvibhlinkia_. JBHLRkD&@iblinkua_s:  opctop:dbnh it .-'foncfounuatuon orq.-’UAfSecuntyPohcyﬁNone Hone i H
W ribhinkua_. | TBHLINkLADIBhINkUa_s:  |opetop: bl it c 258 servers. This makes it
wirmibhlinkua_, IBHLRkDa@ibhlnkua_s:  operenetikbl bt nrfnnnrlannn e A ecurvt\,'PohcyﬁBasncZSﬁshaesﬁ SigrandEncrypt H
| urvisblinkia_. TBHLinkUADIBlinkua_se  ope TH o of the securily policies dapared(3 128_Sha2Ss_R.. Sign pOSSIbIe to eXChange
+ urrvibhlinkua_. 1BHURkU&@ibRlinkea_se opetep: bl http ,-'fopdnundatunn nrg,-'LlAf\;ecunt\,'PnhcyﬁAes 128_sSha2S6_R.. SigrandEncrypt H
| urvibhlinkua_. 1BHLinkUARibhlinkua_se  opetepsffibhli. hite: fopefoundation. org0afSecurityPolicy #425 256_Sha?SE_R. Sign Varlables between tWO CPUS
wrribhlinkua_. 1BHLskUamibhlinkua_se opetepefibhlio bt opefoundation org e fecurityPolicy #425 256 _Sha2S6_R . SigrandEncrypt .
| | Remmote server certificate details: EREE In the IBH Llnk' UA Web
| [éomm.on Hame EHLmkuﬂ@ubhlinkua_vescued brOWser Window OPC C”ent,
| |rseniztion nt o the server and the variables
ncality: Locatinnlame
| | Gtater
- . for the data exchange are
| vl from. 2020-08-31 1fi 1
e petspsgdt specified. The endpoint URL
Applicstion LR arrcibhlinkua_soBHzofiec BHLIRkLA
Encryption atrenih REA-8HAZSE - 2048 Bit ShOUId preferably be entered
Tl i i i . H
heareate vl _ with a symbolic IP address.
9 oK | cancel | |
~— ' An absolute IP address can
o g 08 be entered in the Security
R - 3 D & 19216810477 =jope chant " i+ 4 Lt m Do %O = .
| browser window (not
Logout | Update password | singfe-cora.

HE.

2 urm:ibhinkua,

Add Sarver | Judd il &

Delee chentconfigration |

HEoftes ERLINELY (opetop: fibhink

recommended).

ﬁﬂlol‘: Good (0x00000000) SeruntyPolicy #Basic2565ha2ss
d nervers wih atats 3

erists | x| @) @] Upkedclent ML ceofiguraton | | Downlead clint XML canfig |

Connected servers with

[OPC Client )
- B IBH Link U& - OPC Client
&« ¢ o

Bl o

Add Servar

© & 192.168.1.14,7_= fopc_client

Ao vard

status are listed.

Define read variables
If the listed server is marked,
the variables that are to be
read by the IBH Link UA
client can be selected.

P L IND O

%0

Logout  Lidate passsword

LY
sc:4B8010)

Connect varish e ﬂ ¢

Status
[AGood ...

lo to read

Upload client XhL configur:

Download client XkL configurstion

Clicking on Add read variable

Dielete client configuration |

&dd & variable to read fram the selected server |

opens the Select read

= afer: TRHLInk U { nRe e fkhlinkaa_s e

4RO 10D

variable window. The OPC
variable that is to be read
must be selected here.

The selected variable (Counter Values) as OPC variable with

value, time stamp and status) is listed and can be linked to another
variable that is available on the same or a different server.

= £3 85 PLC 3 CPU 103

* 23 ST PLC 4 CRU A4l

e ——
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Connect with variable

Select variable to write o

Connectad Servers
¥ £ urn:ibhlinkua_sc:1BHsoftec:TBHLINkUA (opc.top://ibhiinkua_sc:48010)
3 views
¥ £ Objects
» 3 Server
» £ modbus

IBH Link UA — Setup

| » |[J) Stations
|
¥ 2 CPU 416 Master
@ DeviceManual
‘@ DeviceRevision

& Sariallumbear
& SoftwaraRevision
20 SupportadTypes
| » 3 Vanable to CPU's
E 23 vanable from CDU'SJ

& Controlling_is_ON_1
&3 Controlling_is_ON_2
& Controlling_is_ON_2
& Controlling_is_ON_4

@ Value_2
@ Value_2
@ Value_4
| » 23 Tasks
| @8 DeviceHealth
» @ 57 PLC L CPU 312
| » @ 57 PLC 2 CPU 312
| » [ 55PLC 3 CPU 103
» 3 S5PLC 4 CPU 941
* 2 Slots
* 2 Types
£ >
Variable to read

| Datatype - Int16

Field index range (Format 1 or 2:3) -

Variable to wiite
Datatype - Int16

Field index range (Format 1 or 2:3) -

Chapter 1

Clicking on Connect variable opens the Select
variable to write window. The OPC variable to
be written must be selected here (as
TimeStamp, Status and Value).

The OPC variable value is available in the data
block Variables from CPU’s. This variable is
connected to the read variable provided. If
further variables are to be linked, the procedure
described must be repeated for each variable.

The connected OPC variable is listed.

Buttons are available to configure the
connection of OPC variables directly via XML
files.

By clicking the Download client XML
configuration button, the currently available
configuration of the OPC variable connections is
downloaded as an XML file for manual editing.

‘ Daownload,client XML configuration ‘ Delete client canfiguration |

Download a client XML configuration (*xml). ‘

By clicking the Upload client XML
configuration button, a manually edited
configuration of the OPC variable connections is
uploaded to the IBH Link UA in XML file format.

| Upload,client XML configuration | Download client XML configuration |

{click]
Upload a client XML configuration (*xml). |

1.19 Diagnostics browser window

The browser window Diagnostics has several tabs to display details about established or

faulty connections.

Controller diagnosis

“ LE ]

= o

LR S LER LU RRE R e

SRR g | vy o

¥ 1.0 CPU 416 Master 16:2,168,1.05:102 AC 0
CE! PLE 1 PR 192,168, 1.12:102 Metw 115
'] acou 3Lz 102,182.1.L7: 103 Magtw... 118

BLE 3 CPU 100

152,108.1
PLC 4 CPU 941 5

1oz Metw . 115

L it

Claar diagnogs | ot

The configured
connections and their
status (error-free / faulty)
are displayed.

£ In@D e X o =

[Diagnostics)

Client diagnostics

A0 BH Link UA - Disgneebes

The current states of the

= (3] D B 19216811407 = bl stalew - @ h +n@De RO = . )
SR o 170 IR oo | i o] e~ configured OPC client
- connections (error-free /
= e — e faulty) are displayed.
0t 1 e ot
48010 : Cre:le}l.h?'-ﬂw:ﬂ
: -M!!!"qw‘!. q!.! w:_:l'j\?:d:th.k:D:J'llbnlllku:_:(.'ﬁDlD.ErlL‘lkMDnllured]lemL
IDiagnosticsi
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B C\Users\TMApaData\Local Temg!BHLinkUA-ClieniDizg.log - Matepad = X By C|ICkIng the DOWI'I'Oad
t * logfile button, the saved states

File Edit Seorch View Encoding Language Sefings Tools Macre Bun Pluging Window
L EYERL IR RIE RS = REE ooy =k

Download logfile | | Clear diagnose
Blivirkushisonm 3 EIBHLNsJ.IA-EimDiagIogE| | .‘9 o | g

===.IEH Link UA Client Diagnestice === A
E | Download the logfile of the client to correct project settings ‘
3 1.10.202015:3%: 14 1% 0 - 0x0 - cood- [0x00000001) @ opc.Cope/S 192, 1A6. 1,15 46010 Of the Configured OPC client
ConnectionStatuschanged i
1 1.10.2020 15:39:14: 19 : Ox0 Coed : epe.tep://102.168.1.16:48010 ¢ Connect connections (error-free / faulty)
5 +1.10.2020°15:39: 14: 22 - 0x0-Good-: *opc.bep: /198, 168.1.15: 96010 : - CreateSubscription be displ di di
1.10.2020 15:3%: 14 26 - 0x0 Good @ opo.oop: /197, 1AR.1.15: 4R010 @ CreateMonitoreditens o can be ISp aye Inane Itor or
Hormmal testfile length 2230 lines: 14 Ln:1 Colt1 Sel:0[0 Windows (CRLFY  LTF-8 1Hg saved as a text file.

Network diagnostics

(B 1BH Link LI - Diagen stics x

o @ |0 & 1921681 147 - maginien wEa LM @Oe x 0

— — An ICMP ping is sent to the specified IP
: e — WT,UT’TPEW s address (host name) by clicking the Send
ping button.

Diagnaostic output

{ciick )

Send a ping o @ host to test DNS and network connectivity

| Select or e Trace fiter - iace | Eopwecs Fil
Duowirilyad Trace | Delets Tracs,
HEE % - B IBH Link LA - Diagnostics »

: &« G @ | O & 192188104/ —/dizglctien v+ & sy L IND @ £ O =
----- %m L] OPc t IS rnning Logout | Update password smgle-oore‘\

Hostnsme / P Ageress: [152,160,1.35 (80D | Zerd prg

Controller diagnostics Client diaonostics —Netwnrk diagnostics
systom Log

| Diagnostic output

= ping 102,168,125
w 192,165,135 ; [0], B4 bytes, 111 ms (1,17 avg, 0% l0ss)
= 102,162,135 : [1], 84 bytas, 0.74 ms (0,092 avg, 0% lass)
w 192,165,135 ; [2], B4 bytes, 0.75 ms (086 avg, 0% l0ss)
B

@ 192,168,135 ; xmtfioefaloss = 3/3/0%, minfarafmas = 0.74/0.86/1.11

Hostnama § 1P Address: |1.g2. 168.1.35 | Send Ping
| Select or type Traos filer | Start racs
III IBH -
I" snmc Cownload Trace | | Delsie Trace

s ibfiEnitae com  Contacl Wik

== _ fthe Wireshark |

& [ D & 1921681147 = /diaglstwew iy ®| = dlagnostlc
-core software is [ &

installed on the PC, a very

extensive network analysis can

Lagaut | Update password :’

Controller dic e Client di tes |

Syslem Log

Diag nostic output

= tepdump pid: 16796

15 insered

werLll £ = teodumy exited with status 9 be Carried out.
________________________ Hosiname / IF Addizss. Send Fing . .
. | | F By clicking on Download

__________________________ -l athl host 192.166.1.14 [ |- eth1 host 192.168.1.14 | [Startace | smp mce . . .
Selector type Trace fiter Ty —ia recording and confirming the
'! zf 'SE : po: “Ezw = Download Tiace far inspection with Wireshark Open"']g W|th W"’eshark, the
ethl 50 -] port 1 . . .

_________________________ -i 2t =0 -| port 502 Wireshark window - Trace is
opened or can be saved in a

b Y file. Since the evaluation of
imgniostics] Wireshark-Trace requires some

W R S°ecielst knowledge, this

O & [0 v e regetien ~@a <+ mme x o = dagnosisshouldbe carried out

e ) Logout || Upcote password | single-core n Fhe event of a malfunqlon
Cant ties || Client diognostics || Network diagnostics | | System Loy using the IBHsoftec hotline.

blnqnﬁ stﬁ: nnln‘nt‘

= tepdump pid: 24052 g displayed
= ttpdump exited with status @

Hostname/ IP Add!ess:l Serd Ping

-igthl host 192.168.1.14 |-| ethl host 192,168.1.14 | Starttrace | | Stop trace

Download Trace e Trace

Stops the network trace

[ Download Trsce for mspection wath Wireshark |

TTI Trans Tech International® 2024 IBH Link UA Workshop
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@
File Edit View Go Captue Anshyee Stalisfics Teleshony Wireless Tools Help
aAm® SRE fes=EF LS B & &

| e 15 Byl +
tin. Tire Sarce Destiation Frotocal  Length Info A
428 16.195278  192,168.1.10 192,165.1.14 HTTE 1833 POST /wtd-3rqlINxBriBnoTiz HTTP/1.1  (applicationx-ww-form-urlencoded
429 16.207646  191,168,1.14 192.168.1.18 HITR 351 HTTR/L.1 200 OK  [text/javascript) Ovaning BHURKUA-Tracesean
430 15,249276  192,168.1.18 192.165.1.14 TcP 48 51548 = BR [ACK]| Seq=51572 Ack-58938 Win=1833 Len-a it e
431 16.385513 182.168.1.14 182.168.1.16 STCOMM B5 ROSCTR:[Job ] Function:[fead Var]
432 16,394255 182.168:1.16 182.168.1.14 S700M B1 ROSCTR: [Ack Data] Function:[Read VYar] You have chosen to open:
433 16,394358 192,165,114 192.168.1.16 TP 54 39114 = 182 [ACK] Seq-528 Ack-458 Uln-20208 Len-3 n
434 16284419 162.168.1.14 182_160.1.18 SPC0MM 135 ROSCTR:[Job ! } :ugcﬁun:{m—in var] s 1B kU Yencapcan
435 16.485263 192.168.1.18 192.168.1.14 STO00M 78 ROSCTR: [Ack_Data] Functlon:[Write var] which is: Wireshark capture file
435 16,4095336  152,166.1.14 152,168.1.18 TR 54 38668 + 192 [ALK] 50q-1378 Ack-39 Win-457 Len- from: https//10.0.13.83
437 46.546137 192.168.1.14 192.466.4.13 S7C0e 85 ROSCTR: [Jcb ] Function:[Read Var]
438 16.57352¢  192.168.1.12 192.168.1.18 STC0MM 7 ROSCTR: [Ack_Data] Functlon:[Read var]
433 16.573676 192.168.1.14 152_168.1.12 TCR 54 53376 ~ 182 [ACH] S5=qe-1855 Ack=1123 Win=70288 Len=8 ‘What should Firefox do with this file?
* Frome 1; 68 bytes on wire (288 bits), 60 bytes captured (488 bits) (® Qpen with ~ Wireshark (default) v
' Ethernet LI, Src: Siemens 13:23ich (89:1b:1b:13:23:ch), Dst: Phyteche 15:08:67 (58:2d:f4:15:28:67) = %
Internet Protocol Wersion 4, Src: 192.168.1.29, Dst: 132.168.1.14 ) Save File
Transmizsion Comtral Protecol, Src Port: 49153, Ost Port: 182, Ssq: 1, Ack: 1, Len: @
SB 2d T4 15 aB 7 B@ 1b 1h 13 33 co BB GG 45 68 P- % E ol
B8 25 8a bE OB 83 1r 86 B od cB 25 81 1d c@ aB - <I- Cancdl
Bl G (0 Bl 00 £6 0B A3 B3 86 6c 5¢ 29 fa 58 18 ¥ 1y P
0 18 80 bb 11 60 60 90 B0 60 98 96 80 ) ) ) — '
| @ ¥ Bk Tae-1om || Packets ;433 - 438 (100.0%) || Profii: Default

System Log
| T The IBH Link UA diagnosis

£ G & |D & v figistie o m @ e %0 = creates alog file in which IBH
BN . Logout [ Updae pessvord single-core Link UA activities are recorded

with a time stamp.

Network diagnosti

Logged Events

@ 100020 2 6:13  Status Ox @ Wetwork © Gatoway 10216211 removed

@ 190020 5 6:30 ;0 Stakus Ox0; Network : Hostname changed from ibhlinkua_resoued to ibhlinkua_sc

@ 1,9.2020 2 6;34; Status Ox0 5 Network ; Network configuration saved

@ 122020 2 6:34; Status D0 System : IBH Link LA stopped . .

@ 1920208 | Etatus 040 ¢ Systarn : IBH Link LS daone Buttons are prOVIded to dISp|ay

% 1 22020 3: 715 Status Oe0 : System : Starting devics up . . .

@ L 920208 7116 Status Ox0 @ System  1BH Link LA starad the |og f||e N an ed|t0r orto

@ L 220208 7133 Status Ox0 @ Webinterface @ User admin logged in . .

@ L 920203 755 Status 00 : Teamiewer : Starting 2ssion save It as a text f||e or to delete

@ 1.9.2020 8 239 Status Ox0 ¢ Webinterface @ User admin logged in

@ 1990208 9052 ¢ Status Ox0 ¢ Teamviewer : Assign failed - Ratry with presious token |t |n the event of a malfunction

% 1.9.2020 8 952 Status Ox0 ¢ Teamiviewer @ Starting assign !

@ L920e0 812015 ¢ Status 0wl Teanii ewer @ Assion retry failed - Giving up 1 1

@ 100020 2:12:24 : Status 000 Teamiiewer : Starking assign an anaIySIS can be Carrled out
@ 1.9.2020 3:19:19 ; Stabus 0s0 ; Tearm\iewer ; Chadk TeamViawer online state H 1

W1 9E0E0 21920 Status 0wl Teamiewer © Assign dona - Token savad USIng the IBHSOfteC hOtIIne'

@ 1 Q0020 52230 Stabus 000 + systemct] start wg-g sarvice ok

Download Iogfile | Cleansystern bog | | &

Diawmlaad the lagfile of the systern for inspection click y .
softec IBH Link UA
emkseckiod OFC L& sarvar f oliest
ihy

—g— =#0PC UA

1.20 MQTT browser window
8 + W It is possible to load or delete

PRI 0 & o s Tt ° ® 5 = anMQTT configuration. An
SR o ; T e ; existing MQTT connectlon.
can be restarted. Information
b raiad M s about connections to existing
c| Uplaad MQTT, AL T, VL config Festart MTT, conectars | Celets MOTTHWL configurstion

......................... %= MQTT brokers is displayed
Uplead MOTT XML configuration | | Dowrload the MOTT XML corfiguration (“xml] en the PC.| | Restart oll MOITT connections || Delete MQTT ML cenfiguration |n the Connect|0n Status.

1.21 Browser window variables

- P — If variables that were created in
« - C @ O B 1uziesi1a —jgenen: T Ty ® = =  thelBH OPC UA Editor and
S o [EREEFER =R [cogou [ updem pevard EN R | transferred from there are not
P required as OPC variables, they
PIzp 2rametsr can be removed by clicking on the

¥ Ganeric

teem Remove all button. Remove all
Losd, L | Store il Removs all
| T miewand rranage custom varishles . .
%% : J Clicking on the Store XML button

Uplosd marually edited AL file | [Downlaad 3ML file for manual editing| .
automatically saves Stare ¥ML
the XML file.
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By clicking the Load XML button, the desired file
P cenfiguraton (o) || can be selected in the Upload File dialog box.
Upload: | Search... | varishle PLv416 xm] Upload:  Load XML configuration . . . .

W 4"?1 Clicking the Load XML Configuration button starts
Apply %ML confiquration | cancel| | the loading process. The file is accepted by
Load XML configuration % clicking Accept XML Configuration.
AML configuration (" xmi) OPC variables created in the IBH OPC UA Editor

Upload: 100 % Upload: | Load XML configuration can be exported as an .xml file.

[2pply XML configuration (*‘xml).MmApplv XML configuration | Cancel |

1.22 Browser window node set

ﬂ B IBH Link U& - Nodeset

This option is only acti-
vated in the IBH-Link-UA-

« > C a O B 192.168.1.1477_=/modeset oW © L ® & = | QC-64/QC-32, as this
*m o Logout| Update password| quad-core reqUires more memory.

ey Data models or compan-
Pythan-warkshop SOftPLC416.0Y  axisting NodeSet ion specs can be read in
SIOME Modeset Warkshop Example.xml ) )
Load XML| load Python‘ Delete aII| on the IBH Link UA using
Python modules. To do
-------------------------- this, the desired compan-
__________________________ ion spec or data model is
integrated into a project

on the IBH Link UA. To do this, the corresponding XML file is uploaded to the IBH Link UA.

[ Coad st configuration ]
ZML configuration (".xml} Python file i oyl
Upload: E_mh_.ﬂ SIOME Modeset Wwiorkshop Example.xml Upload:  Load XML configuration load: |_ Search... Fython-viorkshop,py load.  load prton
(Elick)
Apply XML configuration | Cancel | Apply Pythan || Cancel |
FMWL configuration (7. xml): FPython file (".py):
Upload: Upload: | Load XML configuration | load: load: | load python

[Apply XML configuration (*.xml).Apply XML configuration | Cancel | Apply Python (*.pyd. FNApply Python | Cancel |

1.23 SoftPLC browser window
- Browser window SoftPLC /

L ¢ @ © & 10013897 - softolc e By n@o e 0 = f
%m ] 0P sarver is 0 Logaut | Lbdate password single-core SO tPLC Status
SoftPLC Connections The SoftPLC status and settings are
S listed here. The SoftPLC connections tab
R EQ%—V‘ shows the connections created by the
CROLIED e SoftPLC during startup.
PLZ Status
Em FiLc 5| | ewsiar a0 The proportion of CPU power
BT Count ‘186262 33 % W . .
that is given to the PLC can be
BT Tirme {ris) 12 %
Flinirnumm o 20 % Set.
Maximum I
Al 2 25 %
Jitter s 33 % . .
Mavimum 3 50 % Buttons for starting and stopping
o ‘ 2% | SoftPLC are available.
75 %
87 %
7% | PLCStop| Newstart (OBI0D)

TTI Trans Tech International® 2024 IBH Link UA Workshop
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W Vanals for handing the

<« C @ O & 192168.1.14/_=/opc slots @ W IND 6 ¥ SoftPLC, IBH Link UA
Manual PLC projects
% o s FLnRin g Logout | Update password single-core . P J
with TIA Portal and IBH
.
————————————————————————— > Siot 1 Link UA Manual PLC
------------------------- > Slot 2 - projects with S7
ote:
------------------------- - SZ&DLC is inserted The SoftPLC must not SIMATIC Manager; are
o ; ; .
,,,,,,,,,,,,,,,,,,,,,,,,, e . beinsertedin slot 2! available for download on
_________________________ > slot 5 the IBHsoftec WIKI
Delete slot | Delets all | Load OPC Editor Project | Sawve OPC Editor Project | | Insert SoftPLC | .

""""""""""""" Insert SNUMERIK | | Changs SINUMERIK | | Delete SINUMERIE | i website.
......................... Insert ScftPLC (EEST 611-45800-0VEQ V4.6 compatisle) |
......................... Insert SoftPLC X . .
_________________________ Insert SoftPLE (GEST G11-43E00-0YE7 V4.6 compatible) The IBH Link UA internal
_________________________ s SpftPLC is activated in the

Slot 3 Siemens Slots browser
—————————————————————— window.
......................... slot 17
_________________________ slot 18

1.24 Modbus browser window

- 150 1BH Link L& - Modbus b+

A created Modbus configura-
tion can be transferred directly

&« ¢ @ © & 192168.1.147 =/vodbus ~U®H IND O ¥ O =
| to the IBH Link UA from the
%N ® OPC server is running Logout | Updste pessword — singfe-core IBH OPC UA Editor.
IH :I:I:I ress
"""""""""""""" @ PLCA1A_Yallow 192 168.1.10 Buttons are provided to con-
__________________________ @ PLC416_RED 192.168,1.23 . . .
e | Store oL Reove ol | figure OPC variables directly
via XML files.
"""""""""""""" |Upload rmanually edited XML file |Down|uad HML file for manual editing The Created MOdbUS Variables
[Modbus ) cannot be seen in the web in-
terface. The existing Modbus

variables can be displayed via

the OPC Client browser windo.

= 2 urn:ibhlinkua_sciIBHsoftec: IBHLINkUA (opc.tep: ffibhlinkua_sc:48010)
£ wiews
¥ [ Objects
» 2 Server
¥ [ Modbus
& Status

» 3 PLC416_RED

» 1 Client

1.25 Mitsubishi browser window

ﬂ 1B IBH Link LA - Mitsubishi x

In the Mitsubishi browser
window Controllers, variables

N O & 19210 T4 e @ 8 = 5t an online connected

H=m. e OFC sewvar is running Logout | Lpcste password | quad-core Mitsubishi PLC can be read in,

__________________________ fobots declared as read / write or as
variables to be connected.

"""""""""""""" ¥ Melsec-FRIL

__________________________ > FRSU-CPU There is also the possibility of
Insertstatinn| Wodify stati:n| Ramove stah'nn| inserting or Changing a Station
Insertcou | Modify cpu| Load r:rn]ect| Remaye |:pu| /CPU and Of Configuring OPC
Load x| Stare XL Remove sl variables directly via XML files.
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“Load Melsuft XML Froject

|+ Project from Malsoft (" sl

Upload: _Eaarch_:: ‘wiorkehop Exampla.xml Upload: | Load Makoft »

Apply Melsoft XML Project | Cancel

IBH Link UA — Setup

Page 1-29
The Load XML button enables an

Load ML
XML file exported with the Q

Mitsubishi Melsoft software to be loaded directly
into the IBH Link UA.

With the IBH OPC UA Editor, a created OPC UA variable configuration for a Mitsubishi
controller or a Mitsubishi robot can be transferred directly to the IBH Link UA.

Mitsubishi robot

ﬂ E¥1BH Link UA& - Miksubishi X

In the Mitsubishi browser
window Robots, variables of

&« = C @ O 8 1921881147 =g I 1y 2 ®@ O3 = ) i T
' an online connected Mitsubishi
:'*_;F [ OPC sarer is running Lugl:ut| Lpdatz password q'uad-core RObOt can be I’ead in, declared
oo as read / write or as variables
@ Mitsubishi MELFS A55I5TA 192,168,185 to be ConneCted
Add Fob dit Fobot el Hich .
L Robon] | ik | Dottt There is also the possibility of
Lo | | Soreaive| [Rorovaai inserting or changing a station /
CPU and of configuring OPC
Mitsubishi) variables directly via XML files.

1.26 Rockwell browser window

- B IBH Link & - Rockwell

&« C o

© & 10.013.89/7_=/ethernetip

x oy

1S running

R

Logout | Update password ‘

It is possible to insert or
change a station / CPU
and to configure OPC

variables via XML files.

o e Ko

single-core

¥ Compactlogix
¥o069-L306ER
DeviceManual
DeviceRevision

Variables (tags) can be
read from Rockwell PLC
controllers (ControlLogix

SenalMumber
SoftwareRevision
¥Programs
SupportedTypes
¥ Main_Program
ActiveComm
ActiveCommTemps

and CompactLogix
series) via the Ethernet
connection.

wirite_cre_high_byte
wirite_cre_low_hyte
»wite_serial_port
Cycleprg
»Tasks
DeviceHealth
¥ Globalvars
_ COMNTAIMNER
> strk
Ftest
Mod_Active

If an XML file of a
Rockwell PLC controller
is loaded into the IBH
Link UA, the variables
(tags) of the controller are
listed.

Mod_Echio_MaxTime
Mod_Scan_Preset
Inp
Outp
Fopcua_ctt
DeviceHealth
Insert station | Modify station ‘ Remove station |

Insert cou | Maodify cpu | Load Tags from cpu | Load project | Remave cpu

Load XML | Store XML | Remove all |

1.27 MicroSD browser window

The IBH Link UA Quad Core 64 has a slot for a MicroSD card on the front and the IBH
Link UA Quad Core 32 and the IBH Link UA Single Core have a slot for a MicroSD card
on the back.

Trans Tech International® 2024
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If a Micro SD card is installed and formatted, the
Remanent History function can be activated in
the History browser window.

If the function is activated, the historical

siotror R variables are also saved on the Micro SD card

Micro SD

and can be accessed after a power failure of the
IBH Link UA.

Information on formatting is displayed and must
be confirmed.

Note:

If there is a formatted Micro SD card in the IBH Link UA, the current IBH Link UA configuration
is saved on the Micro SD card.

If the software is reset to factory settings using the reset button, the configuration saved on
the Micro SD card is transferred to the IBH Link UA at the end of the procedure.

- B IBH Link L& - Micrash

e G @ O K& 192168114/ =/ontsoftware w o In@ e « O = |nformation on formatting
SR o Logout | Updatz password | singfe-core is displayed and must be
confirmed.
Format S0 Card " "
:
Format S0 Cardy S0 Card not inserted]  Activaie Docker Daactys® Docker |
pe——— - = - The SD Card will be completely deleted |
Ineert micro 50 card 1 Format 50 Card now?

and chick

m Cancel

[
- LUBA A o S Formatting done.

||||“IIHHSBffec ' Eﬂ-hlﬂln(wymﬁ i Formatting done,
wowrsibhzoftec com  Contect Wik % UA {confirm ) m

ﬂ ¥ 1BH Link L& - MicrosD *

c 5 C & O B 1921681147 - fopisafavare AN & @® @1 = | The formatted SD-card

% F L] ] FURning Logout | Lndae password| quad-core WI” be mounted

sD card automatically.
Format SO Card

.......................... Format S0 Cad | |

The S0Card b= mounted. Filegystern: extd

Digk MdevirmmcblkD: 2912 GIE, 31267487744 bytes, 51089312 sectors

__________________________ Units: sactors of 1 812 =512 bytas 1 k
Sector size (logicalphysical: 512 bytes /512 bytes ACt I Vate DO C er

.......................... 140 size (minimumdoptimall: 512 bytas /512 bytas

Disklabel type: dos .l':'l.I:ti'l.l'atE DI:ICI{EF |
--------------------- Disk identifier: 0x00000000 PR

Dlevice Booi Start End Sectors Size |d Type click

fdewmmeblk0pl 20458 BI0EE511 B10E7 264 25,105 53 Linux o o
"""""""""""""" 2 Important information about the reboot

-------------------------- Filesystem Trpe Size Used dvalable Use™ Mountad an
fdevimmehlklpl extd 20 55 463 30 26 BG 2% fmnt/adcard

"""""""""""""" Activate,Docker | Deactivabe Cocker
% I:]! Cancel

i Changing the systern settings reguires a reboot. Reboot Mow?

1.27.1 Docker Container

The Docker option can be activated in IBH Link UA devices with the Quad quad-r:ore 64
Core performance level (QC-64, QC-32). The Docker container

software provides an interface for creating and managing containers. The Uad-core
following containers are already present in the base package:

IBH Link UA  Workshop TTI Trans Tech International® 2024
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e ssh-server (ibhsoftec/arm7hf-alpine-ssh)

e node-red-v1.0.6-12 (nodered/node-red:1.0.6-12)

e debian-buster (ibhsoftec/debian-buster)

e ubuntu-18.04 (ibhsoftec/ubuntu 18.04:1.00)

e opcua-webclient (ibhsoftec/opocua-webclient: 1.0)

e portainer (portainer/portainer)

e aws-iot-greengrass-v2.10.3 (ibhsoftec/aws-iot-greengrass: 2.10.3)
e aws-iot-greengrass-v1.10.1 (ibhsoftec/aws-iot-greengrass: 1.10.1)

Activate Docker

B 1B Link UA - MicrofD = RS o - O ™ An SD card is

« 3+ C @ Q G O Retpsy192.168.1.14/7_= foptottuars EA ® @ § = required for the
SR o OPE sarvet iz running Logrust | ptatm pasewerd quad-core additional stor-
5D card age space re-
I = [ S TS LT ||| quired for a
55h-SErvEr inhsoftec/amrhi-alpine-ssh
noda-1a0.v1.0,6-12 I Docker con-
debian-bustar ibhsoftec/de bian-oustar H
ubunfu-18.04 ibhEnftarubuntul8.04:1.00 talner' DOCker
nfca-weehclient inhsnftec/opua-webdient: 1.0 can then be acti_
portainar portainerdp ortaine )
aws-int-greengrass-r2 10,3 ibhsoftecizws-ot-greengrass:2.10.3 Vated. Th|s re-
aws-int-greengrass-v1.10,1 ihhsnftec/aws-nt-graengrass: 1.10.1 .
Buid] Losd | Import | |Save | |Eeport| Deete| Stat| [Sip | |Uploadyml | Download yml | Deleteyl | Lo | [Hep| [ quires a restart
(i Cortainer of the IBH Link
e UA

A Clicking the Create
T TR — button starts container

Creating network “docker_default™ with the default driver creation. The creation
Pulling node-red (nodered/node-red:1.0.6-12)... process is displayed.
1.2.6-12: Pulling from nodered/node-red Once the Contalner haS
Digest: sha256:13d5d70c4fo03614bfddo00b22e3832a303bRddc2c5ca6963d493f2e6e7cS5bT been created, it is listed
Status: Downloaded i f odered/node-red:1.0.6-12 ; ;
. e S wdanl e in the MicroSD/Docker
Creating node-red-vl.@.6-12 Container browser

T gt el . .
Creating node-red-v1.0.6-12 ... [[32mdonefi[em window. The container
s 2 7} | can then be used, e.g.

(o ok | cancel| | Node-RED.
Open Node-RED

X Once Node-RED has
I L S T S
ssh-server ibhsoftecfarm?hf-alpine-ssh Started’ NOdE'RED can
a4ac73bs76af nodered/node-red:1.0.6-12 U‘U.D‘U:ISBU- Up sbout an hour thealthy) be Ca”ed up TO do
debian-buster ibhsoftec/debian-buster
ubuntu-18.04 ibhsoftecfubuntu1s.04:1.00 th|s, enter the |BH L|nk
opcua-wehclient ibhsoftecfopoua-wehdient: 1.0
portainer partainer/portainer UA addI’ESS
aws-int-greengrass-v2,10.3 ibhsoftec/aws-iot-greengrass:2.10.3
aws-int-greengrass-v1.10.1 ibhsoftec/aws-iot-greengrass:1.10.1 (management Or
% w Irnport % Export | | Delste M % Up\nadym\‘ anmlnadymll Delete ym\‘ @ ﬂ Q COﬂtI’O| Ievel) II’I the
> - . SR web browser with the port specified under Ports
(1880).
: : The Node-RED input field is displayed in the web
o ' Flow 1 + | = i inte L . .
+ common T browser and is ready for input.
e i s QOther programs in the Docker container are called in
Tl 4 Hame Flow 1
g ) s aanden much the same way.
complate ¢ ~ Dascription
~ Funktion =
lirk in
!- funerian
= e

Trans Tech International® 2024 IBH Link UA Workshop
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1.28 IBH Link UA default factory configuration

The reset procedure resets the IBH Link UA to the factory settings of the firmware currently
in the device.
Procedure:
e Power down the IBH Link UA
e Press and hold the reset button
e Power up the IBH Link UA
e Wait until all four LEDs turn red and go off again
e Release the reset button

Note:

If there is a formatted SD-card in the IBH Link UA, the currently available IBH Link, UA
configuration is saved on the SD-card.

If the software is reset to factory settings with the reset button, the configuration stored on the
SD-card is transferred to the IBH Link UA at the end of the procedure.

Reset button hardware revisions HW3 Quad-Core 64

The reset button for resetting the software to factory settings is located
on the front of the hardware revisions HW3 QC, below the display
LEDs.

Reset button hardware revisions b

4)
Reset button HW2 SC a. HW2 QC
Hardware fensoe

" . [WG HW2 SC and HW2 SQ

; The reset button for resetting the software to o
o i gy~

the factory settings is in the hardware revisions (&) e

HW2 SC and HW2 SQ on the printed side of i

the IBH Link UA, behind the second ventilation IJ

slot above the printing. ;

p—

Reset button hardware revisions HW1 i

With hardware revisions HW1, the reset button is located behind
the middle ventilation slot below the QR code.

Rasat button
hardwace revision

Hw1

1.29 Open the Wiki

IBHsoftec GmbH maintains a WIKI site on the Internet. An extra section for the IBH Link
UA is provided. Here the use of the IBH Link UA is described in detail.

= RS o o

B [ EH ik LA - Speem X

o ce OB ot WA © @ A =
’ iitpe Ak Libhsoftec.cam fen /N air =
S=m e coput || Ugrlte pavse quarkcore i
IBH Link UA
ki SRRl [CERTIFIED)]
System : "m
iiNBHsoftec Lo )
s hhashar cont Cantart Jhik m UA
If your PC is connected to the
Internet, the WIKI page can be
directly called from the IBH Link UA.
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2 Unified Automation UaExpert —OPC UA Client and OPC

The tool kit manufacturer Unified Automation offers an OPC UA client as free software on
its homepage, which is particularly suitable for testing and displaying OPC variables (OPC

tags) provided by an OPC server.

OPC UA Server

Ol (' R UA Certs - Urified Sator % SR

C @

Unified

L[j-'] Automation

Home | Galutions | Products | Services Sipport | Pariners

@ Downlnads OPC UA Clients — Downloads

Please naka: ¥ou need to g in ta download,
o Documentation

O OPC LA Cllents
UaExpert
OFC UA Development.

OPC LA Servars WaExoert is a fullfestured OPC

) U Cliant which iz capabls of -
S:yietinars seueral DPC LA Proflies and
featuras
Q Login

© bser logln

Egraol oot pazsword?

They can be downloaded
via: http://www.unified-
automation.com

Free download requires
Unified Automation
registration.

U B o hrsdteswunified-autem ation.com dawricads/one ua- diett

2.1 Unified Automation UaExpert — The OPC UA Client and

To demonstrate the work of the IBH
Link UA, it is helpful to have an OPC
client and an OPC Server program
running on the PC. It is recommended
to use the OPC UA client program
UaExpert and the OPC Server
program UaCCPServer from Unified
Automation.

oty 9 @ 8 =

(Sl (7 Usbepert - Unified Sutomation % [SS

C @ Q8 nup

« uniffied-autem abon.carm /o

Unified

L[l:' Automation

Home | Solutions | Producks | Services | Downloads | Support | Pariners

O Downloads DPEC UA Clients — Downloads

UaExpert wl.7.1

o Decumentation

[ UaExuertgetuu File - Windows mhlt]

YaEupart App Image Fia - Linuy s86/54

UaEspart Chedisums

 Clivn
UaExpertis a full-featured OPC LA Client which is capable of several OPC UA Profiles
ad features.

Most important $hanges in this servies releass!

< UaEsper

= Updates S+ 50K B0 Iztest varsion 1,8.2
« lpdates Lagtack to latest version 1 53
= Updates ko OperSEl 2.0.10

+ Updates to LibML2 v2.11.5

= Wanous fees in PubZubSonfia Plugin

= Warious minor fizas in GU1 and Plugins

Irformation on OGP signaturas

™ Welcome to the UaExpert Initial Application Setup

o When starting UaExpert for the first time, you have o create an application

2.1.1 Starting UaExpert

instance certificate to identify your installation.
This is needed to use OPC Unified Architecture security. UA security allows you to
authenticate your application as well as to use encryption and digital signatures

After downloading and installation of the soft-
ware, a UaExpert icon double-click starts the
program. Sev-

Hew Ap

to protect your communication. Eubgect
Press OK to generate your personal X.509 application instance certificate and the eral presets are 2 Mm
correspending RSA keys. i L L =
<® to be made and et g e
. Loy 3 t=3
L || confirmed. - s ] %
Countryi [oc ]
. _ (T etter code, =9, OF, LS00
* Automatic Update Settings e i
Apphication URLL  orr (TTT-RED-¥TH 10-Bilshiedautmma o st spe ¢
If desired, UaExpert can check for updates in regular intervals. Below you can configure if and Damain Names; | TEFRED-MINIGD &
when UaExpert should check if updates are available. These settings can be modified later at
'Settings -= Configure UaExpert...". -
UaExpert will NEVER send or collect any information about your usage. i . %
‘fou can also check for updates manually by dlicking 'Help -= Check for Updates...". -
Certificate Setings
Automatically check for Updates REA ey Strengih | DB b = | Soraturs Aot |SaD6e = | Cetficate vty Eiess =
[ Password protect orteate key
Update Interval: |? days S | s %
(OOI'IﬁI'm Pammwcrd (rapeat]: = =
i =3 Lo
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Unified Automation UaExpert —-OPC UA Client and OPC UA Server

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

Address Space

Mstwark Configuration

Chapter 2

After confirming the

File View Server Document Settings Help Features, the UaEXpeI’t
BEZAZN %] O] = SR program window
Project - el e 2 5 opens. All necessary
il o €0 & 08 sy bt “ @ 4 = tools to establish a
v g e SN . Logp £ e gasenry Sl connection to an
| et SNSRERAER TR S — — OPC UA server (IBH

Link UA) to display

Endpmnt LIEL nac Ir.n-.'f:n-‘!lil\lcua-'lﬂi!t‘- -.ﬂ.!U‘-U

Bhce e the security options
IP adiress AfEL. |

Gy | and the transferred

Glabal Syatem Cordguration

Hostname
Port
Dietaull gateway) 10,1,13,1
Hamesenar | 101131
19216811

Mamesener 2

data are available.

2.2 Establishing a connection to the IBH Link UA

UniﬁPeCd vgm'-om:ﬂm EH Link UA Several steps are necessary
UaExpert software connected with a to establish the connection
OPC UA Client P e ey o cMests SIMATIC PLC between an OPC UA client
— and an OPC UA server. The
[Client Collateral connection is only possible if
the server and the client
OpenSecureChannel Reply have identical certificates.
[Server Collateral] To establish a connection to
the IBH Link UA, the
OPC UA Client OPC UA Server

Endpoint URL, from the

[Client and Server Collateral

[Client and Server Collatera|

IBH Link UA browser

window Network / Control
Level must be entered.

Encryptionis used for
transmission

Preferably, the Endpoint URL with the hostname should be used to enable the client to
validate the names of the endpoints and the names in the certificate.

If an absolute IP address is used as the host name when entering the endpoint URL,
an error message is displayed when establishing the connection from the OPC UA
client (UaExpert) to the OPC UA server (IBH Link UA) stating that the host name or
configuration name do not match. These messages can be ignored !

In this manual, the absolute IP address is used as the host name in the examples when
entering the endpoint URL.

To do this, the endpoint URL is copied from the browser window to the clipboard.

- WY IBH Link L2

<« (A T & 192168.1.147 = jnetwork - @ W In @O e B 0 =
g— 2 OPC sarver s nanning Logout | Update password | single-core
Network Management Level HO2.1% Open¥PnN TeamYyicwer Io]
i T e e Metwork Configuration
....................... Endpont URL ope topoiohlinkus se:48010
or B0 14 420101 O
....................... OHCP transfer
_______________________ P address [1ez1881.14 |
Zubnet maszk |255.255.295.D |
....................... Global System Configuration
Hostname | bhlinkua_sc |
IBH Link UA  Workshop TTI Trans Tech International® 2024
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" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

Page 2-3

W

Clicking on the plus

File View Server Document Settings Help Symbol Opens the
el mE ~ - .
DB .% = Xy B RO | AddServer dialog box.

o ORI 58] Datn Access View D Atiributes & x|

= . | AddServer

v [@ Project # Senver Modz Id Dizplay Name LAl [}E @ Q

0 Servers Attnbute Value
v [1 Documents
[ Date Access View

Address Space 8o

- References & X|
| g il Fornarg v: Q
Reference Target Displaytlame

£ »

Discovery Advanced

Endpoint Filter: | Mo Filter

2 Local
v &% Local Network

> &2 Microsoft Terminal Services

> & Microsoft Windows Network

> &2 Web Client Network
v % Reverse Discovery

@ < Double click to Add Reverse Discovery...

v % Custom Discovery

&k < Doubleglick to Add Server... >
() Recently Used
< Double click to Add Server... > h\

Add Server Double-clicking on < Double click to Add
Server...> :
Configuration Name || | # < Double click to Add Server.. »
opensthe S

Enter URL dialog box. The endpoint URL
from the IBH OPC UA Server/Client
Browser window Network / Control Level
must be entered here.

Preferably, the endpoint URL should be

used with the hostname so that the client
can verify the names of the endpoints and
the names in the certificate.

Enter the URL of a computer with discovery service running:
| opc. tep:ff - |

Enter the URL of a computer with discovery service running:

| ope.tep://192. 168. 1. 14:430 10 {Enter) ~

Cancel

confirm

If no DNS server is available to supply a hostname, the absolute IP address is used as an
exception. In this case, the absolute Endpoint URL is copied from the browser window to

the clipboard.

Add Server

Configuration Name IBHLinkUA@ibhlinkua-005668

PKI Store
Discovery Advanced

Endpoint Filter: Mo Filter e

2, Local
> ) ServersOnMNetwork
hd 8 Global Discovery Server
4 < Double click to Add GDS Server... >
hd 8 Custom Discovery is inserted
. connection to the absolute IP address
4 < Double click to Add Server... >
v [opc.tep://192.168.1.14:48010

lick®®
tf,'(fpe" v g[|BHLinkUA@ibmmkua-oossss(op;c.tcp:ffibh|inkua-oossss:4so1m]

@ None - None (uatcp-uasc-uabinary) wg

#° Basic2565ha236 - Sign (uatcp-uasc-uabinary,

|} Basic2365ha256 - Sign & Encrypt (uatcp-uasc-uabinary)

f Aes128 Sha236_RsaOaep - Sign (uatcp-uasc-uabinary)

|} Aes128_Sha236_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)

f Aes256_Sha256_RsaPss - Sign (uatcp-uasc-uabinary)
9 P .
|} Aes256_Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)

returned hostname in the endpoint

~ % Reverse Discovery
# < Double click to Add Reverse Discovery... »
(=) Recently Used

Authentication Settings

o Anonymous

Default ~

Trans Tech International® 2024

The Endpoint URL has been accepted and
is displayed in the AddServer dialog box.

With a click on the inserted
IBHLinkUA@ibhlinkua-005668 opens the
security levels marked in the IBH Link UA
browser window Security / Server Security.

Double-clicking the security level None
(uatcp-uasc-uabinary) in the AddServer

| None - None (uatcp-uasc-uabinary) |
dialog box sets the security level, the

AddServer dialog box is closed and the
UaExpert window opens.

IBH Link UA Workshop
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UaExpert window

*  Unified Automation Uabxpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help

To display the contents of
OPC Variables (OPC-Tags
and the corresponding
OPC UA connecting

0 information, the selected

v 1 Documents w ‘

{3 Data Access View

Address Space g X

Certificate Validation

Valdatng the certficate of server 'IBHL: ibhiis returned an error:

e | BadCertificateUntrusted '

Certificate Chain

Name Trust Status
€3 |BHLInkUA®ibhlinkua-005662 Untrusted

Certificate Details

Error ok [BadCertficateUntrustec]
Commaon Name IBHLInkUA®ibhlinkua-005668
Organization QOrganization
OrganizationUnit OrganizationUnit

Locality Locality

State State

Country DE

DomainComponent

Common Name IBHLInkUA®@ ihlinkua-005668
Organization Crganizstion
OrganizztionUnit OrganizationUnit

Locality Locality

State State

DE

Valid From Do Apr 27 14:3G:46 2022
Valid To Sa Apr 25 14:30:46 2025

Serial Number BALABAFE Certificate Validation
Signature Algonthm  RSA-SHA255

N BDBO # =0 X% 2 8 G
\Project  X| Data Access View
v 1 Proiect Connect Serves | ‘ #  Sever  Nodeld  Display Name
v [ Servers |
|2 IBHLinkUA@ibhlinkus;005668 ]

server IBH Link
UA@ibhlinkua-005668
must be connect. Mark the
Server and click the
Connect Server icon.

Connect Server "y t}.

The Certificate Validation dialog box for

accepting the OPC UA server certificate of

the IBHLinkUA@ibhlinkua-005668 is

displayed.

Click the Trust Server Certificate button to
firm th

confirm the Trust Server Eertiﬁmte

selected

certificate.

The confirmed server certificate
IBHLinkUA@ibhlinkua-005668 is
displayed.

Clicking the Continue button closes the
dialog box.

SubjectKeyldentifier  E3:EQ:BFEC:A9:10:81 OF:43:88:E0:CD:23.7B:70:F5:0D:CE:47:0|  Cetficate Detals
keyid: EB:ED:BFEC: A9 10:31:9E:43:88:E9:CD:23:7B: 79:F 5:9D: CH

Cipher Strength RSA (2048 bit) The cectificate of server 'TBHLINKUAQibhlinkua-005668' was valdated successfully.
Thumbprint (SHA1)  ACB257CS80EC4DFICT42E3A0F07RFBOEO40EIER \\,\ Good
URI urriibhlinkua-005666:BHsofteciBHLinkUA Certificate Chain
\PAdd 192.168.1.14
SEEEE 10.1.13.14 Name Trust Status
DNSNames ibhlinkua-005662 +* |BHLInkUA® ibhiinkua-D05658 Trusted
BasicConstraints CAFALSE

KeyUsage
ExtendedKeyUsage

AuthorityKeyldentifier giLrJNgrne:/C_=qst::;aC:/ﬁ;:tfaEta/Of 0|ganizal’:«\zrs\é68 Common Name 1BHLinkUAS bhlinkua-005668
=OrganizationUni = in ) o O
KeylUsage Digital Signature, Non Repudiaticn, Key Encipherment, Dat Org Org Unit
Extend=dKeylUsage LS Web Server Authentication, TLS Web Chient Authentical Locality Localty
State State
Tru Country DE
DomainComponent
o : < Tvauer
(el Aazptthe sever toBits oy b s acasen ST Common Kame  IBHLnkUA)ibhliniua-005658
O O
O O Init
Locality Locality
State State
Country DE
DemazinComponent
Valid From Do Apr 27 14:30:46 2023
Valid To Sa Apr 26 714:30:46 2025
Serial Number G42ABAFE
Signature Algodthm  RSA-SHA256
Cipher Stength RSA (2048 bit)

Thy mbEnnt (SHAT)  ACB257C5806C34DF3C142E3A0F076FBOG40ESBE

URI urniibhlinkua-005668 [BHsoftect BHLinkUA
192.162.1.14
IAcdeerses 10.1.13.14
DNSNames ichlinkua-005562
BasicConstreints CAFALSE
Subjectieyldentifier  EBEDBREC:AR 106196438569, C0:23:.78:79. F5:90:CE:4T:DA

A3 10:81:9E )

F5:50:CE4T:DA

| 0:23% g
AuthorityKeyldentifier Di:Nams:!C: DE/ST=State/L=Locality/0=Organization/0U= OrganizationUnit/

CN=IBHLInkUA ibhlinkua-003658...
Digital Signature, Non Key Encip Data Encij Certificate Sign
TLS Web Server Authentication, TLS Web Client Authentication

Accept the =

Trust Server Certificate

ertificaie temparardy for ths sesaon Continue Cancel

IBH Link UA  Workshop

TTI Trans Tech International® 2024



TTI

Chapter 2

Unified Automation UaExpert —-OPC UA Client and OPC UA Server

Page 2-5

The connected server with the defined security level is displayed in the opened UaExpert

program wind

ow.

" Unified Automation Uakxpert - The OPC Unified Architecture Client - NewProject®

| In the UaExpert program
| window, information

~ [ Documents

Secunty Policy; None
IMessage Security Mode: None

File View Server Document Settings Help

Elr=0._0: i A~

DgBBE =2 XK& ERD
Praject & % | CataAccess Ven (]
~ [ Project #  Server Modeld Display Name Value Datatype Source Timestamgp Server Timestamg Statuscode

W 5 i

B Servers re— Tark® IRHLinkUA@ibhiinkua 005668
[ BHLinky 005668 Endpaint Urk ape.tep://ibhlinkus-00566B:48010

[ Data Access View

Address Space & X

& o Hhight w
) Root

» ) Objects

> D Types

5 3 Views

P Unefied Aechiiecture Clizot - NewPject™

File Wiew Server Document Settings  Help

| about the connected
server is displayed under
Address Space. After
opening Server/Server
Status, information from
the IBH OPC UA
Server/Client software is
listed.

Using Drag & drop

o information (server) can
be pulled into the Data
Access Viewer window.
Details of the IBH OPC
UA Server/Client are
displayed here.

Good

With drag & drop any
number of information
can be pulled from the
AddressSpace window
into the DataAccess
Viewer window to show
details.

iIFPBE =0 xS0 B XD
Project 8 M Datn dcress Vew
“ [ Project . Sever Medeld  Display Mame Value Datatype Souice Timestamy Sene Tenestamp Sstuscode
~ [ Seren 1 IBHL 10366 Jezs b chck 1o displey veue Extensi,. 12:5%16742 125816,744
[ BHLinkUA B Ehiinka-D05668
~ M Documeres
1 Dats firees Vi drag & drop
Adltress Space E
T M Highight
YT 5 MName Value
R ..D:J::m e ServerStatusDataType
» o DeviceSer StartTime 2024-10-03T09:39:47.760Z
: : :;‘_""" CurrentTime 2024-10-03T10:59:43.750Z
+ il Mitsutishs MELFA A356TA State 0 (Running)
::L‘:‘“"" ~ BuildInfo BuildInfo
& Project 1 ProductUri urn:|BHsoftec:lBHLinkUA
L "“i"::m"g ManufacturerMame IBHsoftec GmbH
5 oy Chent ProductMame IBH Link U4
? ke Serveiiagriostics J SoftwareVersion 533
; ;%’ﬁg&f:{?mw' —3 BuildMumber
8 sendcas doar BuildDate 2024-06-17T07:50:48.000Z
y :ﬁm SecondsTillshutdown 0
> i Tace ShutdownReason |
» b Vendorierverinfo
» 120 Slots
» 0 Stations
> 3 Types Write
¥ D Views

Cancel

2.3 Encrypted connection to the IBH Link UA

Document

File Wiew Server Settings

+ Unified Automation UaExpert - The OPC Unified Architectur...

DeBBA +=° X

Help

8

Q; [BHLinkUA@ibhlinkua-005668
W EI Documents
[3 Data Access View

Project & X| DataAccess View
~ [ Project EE‘EBO 2 Server Modeld Display Name
v [ Servers

+  Unified Automation UzExpert - The OPC Unified Architectur...

"2 IBHLinkUA@jbhlinkua-005668

~ [ Documents mark)
[3 Data Access View
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File View Server Document Settings Help
N ; - -~
lgBBER # =2 X8 B RO
Project (click¥™ & x Data Access View a
v~ [ Project Remeie Sarees # Server Modeld Display Mame
v [ Servers

To establish another (e.g.
encrypted) connection to the
IBH Link UA, the existing must
be disconnected, as only one
connection can exist. Mark the
connected server name
IBHLinkUA@ibhlinkua-005668
and then click the Disconnect
Server icon.

To remove the Server out of the
Project, mark the connected
server name
IBHLinkUA@ibhlinkua-005668
and then click the Remove
Server icon (minus
symbol)
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+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

Configuration Name IBHLinkUA@ibhlinkua-005668

PKI Store Default 4
Discovery Advanced
Endpoint Filter: Mo Filter v

To establish an encrypted
connection to the IBH @
Link UA click the Plus

icon in the Unified Automation

Eile View Server Document Settings Help
D BPPO #=0 X8 X O
Project - o X Data Access View 0
. Add Server ——
v [ Project = Server Node Id Display Mame
[3 Servers
W

[@ Documents
[ Data Access View

>

v &% Global Discovery Server

v @ Custom Discovery

w

@

v % Reverse Discovery

() Recently Used

1, Local
1, ServersOnMetwork

@ < Double click to Add GDS Server... >

% < Double click to Add Server.. >

). opctep://192.168.1.14:48010

IBHLinkUA®ibhlinkua-0053668 (opc.top://ibhlinkua-005668:43010)
@i None - None (uatcp-uasc-uabinary)

# Basic2565ha256 - Sign (uatcp-uasc-uabinary)

(Y} Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)

/ Aes128_Shal36_RsaOaep - Sign (uatcp-uasc-uabinary)

) Aes128_Sha236_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
47 Mes256_Sha256_RsaPss - Sign (uatcp-uasc-uabinary)
|[ﬂ Aes256_Shald36_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)

4 < Double click to Add Reverse Discovery... ;i00uble-click)
Endpoint URL: opc.tcpe//fibhlinkua-005668:48010

Authentication Settings

o Anonymous

Security Policy: Aes256_Sha256_RsaPss
Message Security Mode: Sign 8 Encrypt
Security Level: 125

Certificate Key Size: 2048bit

The 'Recently Used' list already contains a server configuration with this name
that differs from the current one. Press OK to overwrite it, press Cancel to return
for changing the configuration name.

Cancel

UaExpert window to open the
AddServer dialog box.

Open the recently activated connected
server IBHLinkUA@ibhlinkua-005668 to
display the list of the security levels marked
in the IBH Link UA browser window Security
/ Server Security.

The encrypted connection to the OPC UA
server of the IBH OPC UA Server/Client
software is configured here.

Desired encrypted
connection

In the AddServer dialog box double-click the
desired encrypted connection. This closes
the Add Server dialog box.

A double-click on the required encryption
displays a message. A server configuration
with the same name already exists, but it
differs from the current one. Clicking OK wiill
apply the selected encryption.

Confirming this message, the selected
encrypted connection is displayed under
Project / Servers in the Unified
Automation UaExpert window.

UaExpert window — encrypted connection

" Unified Automation Uakxpert - The OPC Unified Architecture Client - NewProject’

~ [A Documents

To display the con-
tents of OPC Vari-
| ables (OPC-Tags

File View Server Document Settings Help
3 z - oM oY o = R
DeBBE + 2 XK Yy B B Ch
Project 8 ¥ Data Accese View Q|
- Connect Serve = -
~ M3 Project | Somnect Server | = Gerver Wodeld Display Mame Yalue Datatype Source Timestamp Server Timestamp
v [3 Servers

T 3 Em— )
5 IBHLinkUA@ibhlinkuz Sl 1BHLinkUA@ibhEnkua-005668

tmark® Endpoint Ul epctepy/fibhlinkua-005668:48010

[ Datz Access View Security Policy: Aes256_Sha256_RsaPss

and the corre-
sponding OPC UA
connecting infor-
mation, the se-
lected server IBH

Link UA@ibh-
linkua-005668

Message Security Mode: Sign & Encrypt
Acdress Space & x
|
Log g X |
88
Timestamp Source Server Message
03.10.2024 17:12:40.553 ServerMode  IBHLinkLL 003568 Endpoint 'ope.cepy//ibhlil 005558:48010"
03.10.20241712:40.653  Server Node  [BHLinkUA®@ibhlinkua-005568  Security policy: "hitp://opcfoundstion.org/UA/ SecurityPolicy#Aes256_5hal56 RsaPss'
03.10.202417:12:40.653  ServerNode  BHLinkUA@ibhlinkua-005862  ApplicationUn: 'umiibhlinkua-005668:1BHsoftecd BHLinkUA'
24 17:12:40.853 Server Mode  IBHLinkUA@ibhlinkua-005568  Used UserfokenType: Anonymous
Server Mode  IBHLinkUA@Ibhlinkua-003862  Eror 'BzdSecuntyChecksFailed’ was returned during O penSecureC hannel
Server Mode  IBHLinkUA®ibhlinkua-005568  Connection status of server 1EHLinkUA@ibhlinkua-005668' chenged to 'Disconnected’,

must be connect.
Mark the Server
and click the Con-
nect Server icon.

Connect Server i (2

The connection to the name IBHLinkUA@ibhlinkua-005668 OPC server cannot

be established. An error message is displayed in the UaExpert log.
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Trusting the IBH Link UA Certificate

B IBH Link LA - Certificrtes e

« =5 C 0

=)

H Server

D G nttps/ 921681147 = /e

Dowenlnad Certficate for the Client ! |

LEHLRkLAGibblirkuz-..
UaEApert@TTi-Red

10/03/2024 09:55:14 .

o1y

Logout | Updste password |

Crganizaton
i

10/02/2029 09:55: 14

Unified Automation UaExpert —-OPC UA Client and OPC UA Server

@ @ 8

guad-core

Valid To Drganization Unit

0472772023 12:30:46 . 04/25/2025 12:30:46 drganizetontnit

Wiew | Deleie | Hew Server Certificate | Replace Server Certificate | Upload Certificate fom Client or Ca

st the selected certficate |

ﬂ B IBH Link LA, - Certificates 4

& =+ C @

..

IBH server

I + Trusted ]

File \iew Server [Document Setfings

T fa brp

23192 1681147

T fr 9 @ A
quad-core
tion | Organization Unit
[BHLinkUs@ibhlinkua- . 09272023 1203046 . O426/2025 12:30046 . Organization  organizationtinit

UaExpert@TTi-Red

_D@EB@ =0 XYGS B

Dala Access View

10032024 09:35:14 . 10/02/2028 09:55:14 . T

=

Trust| Reject | Wiew | Dekte || Mew Server Cartificate | F.eplans Server Cavtificats | Upload Certficate from Client or Ca
Downlosd Certificate for the Clert | & |

o
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In the IBH Link UA

— | the certificate for

the encrypted
connection must
be trusted.

After trusting the

_ | certificate, with the

UaExpert client,
the validation of
the certificate can
take place.

o}

[Project F X
~ 1 Project ConnectServer | [ g | Savir: | Hode ] Disliy Masie
~ [ Servers
; - |
L] [BHLinkUA® bhinkia; 00368 IRHLInkUA@ibhiinicsa-005668
v [J Documents XTAErk® Endpoint Url ope.tepy//ibhlinkua 005 2010
[ Data Access View Secunty Policy: Aes256_Sha256_RsaPss

Message Secunty Mede: § ign & Encrypt

Value Datatype Source Timssternp Server Timestemp Statusco

N Connect Server

With a new click on
Connect Server
the connection to
the OPC UA server

Address Space & x
| | . .
& . Is established.
] |
#9
Timestamp Source Server Message
03.10.2024 17.43:24271  Server Mode IBHLinkUA@ibhlinkua-003658  Endpoint 'opctop:/ibhlinkua-005668:43010'
03102024 17:42:24.27 Server Mode IBHLinkUA@ibhlinkua-005668  Secunty policy: 'hitpy/fopcfeundation.org/UA/SecuntyPolicy=Aes256_Shad56 RsaPss'
03.10.2024 17:42:24.271 Server Node |IBHLinkUATibhlinkua-003862  Applicationln: ‘urn:ibhlinkua-0053852:EHsoftec: EHLinkL A
03.10.2024 17.43:24271  Server Node IBHLinkUA&ibhlinkua-003558  Used UserTokenType: Anonymous
02.90.2024 17:42:24.420  AddressbpaceModel  IBHLinkUA@ibhlinkua-00386¢  Registered for ModelChangebvents
03.10.2024 17:42:24.439 Server Node IBHLinkLIAibhlinkua-0035828  Connection status of server 'IBHLinkUA@ibhlinkua-003662" changed to 'Connected’.
03102024 17.43:24440  Server hlode IBHLinkUA@ibhlinkua-003558  Revised values: SessionTimeout=1200000, SecureChannellifetime=3600000
02.10.2024 17:42:24.444  AddressSpaceModel  [BHLinkUA@ibhlinkua-005662 Browse on node 'i=84' succeeded,
03.10.2024 1743:24.454 LddressSpacebedel  IBHLinkUAZIbhlinkua-003558  Browse on node '1=25" succeeded.
2.4 UaExpert window Data Access View
Fin View Seve Documes Semngl Hee
D@PPPB +=>Xx A ERD
Pmje A% e o
~ 8 Progest | = Teiee Pinde &1 Diipilay Harme ke Matatype  Sesirce e estury Stituscode
¥ B seve 1 UMk BOUT ) Mg RH Link WS- DevicsHesth O MORMALL W32 1RSI DAY food
L WP |2 o FtingliH Lk k-, 00 E BRSNS Goed
f Gecaments 3 ) . Ml 3 e Es2Am 1BA Goos
2 BHLAMUADAREEBTI] RSARGIRH Link LA~ DNIZ0D e Sockew  TBMGNATS B4 Good
ARk suiey B e LRk 80571 WEABirgIH Lik U Va0 Bg I BT BT Gowd
£ir o righigit |
o Fid g bt
fData Access View 3
£ Server Mode Id Display Name Value Datatype
1 IBHLinkUA@ibhlinkua-005711  NS4|String|IBH Link UA-PLC-Block.CPU 1200.DeviceHealth DeviceHealth 0 (NORMAL)  Int32
2 IBHLinkUA@ibhlinkua-005711  NS4|String|IBH Link UA-PLC-Block.CPU 1200.Programs.CounterValues 1200.MaxValue1200  MaxValue1200 9000 Int16
3 IBHLinkUA@ibhlinkua-005711  NS4|String|IBH Link UA-PLC-Block. CPU 1200.Programs.CounterValues 1200.MinValue1200  MinValue1200 200 Int16
4 IBHLinkUA®@ibhlinkua-005711  N34|String|IBH Link UA-PLC-Block.CPU 1200.Programs.CounterValues 1200.0N1200 ON1200 true Boolean
5 IBHLinkUA@ibhlinkua-005711  N54|String|IBH Link UA-PLC-Block.CPU 1200.Pragrams.CounterValues 1200.Value1200 Valuel20D 5240 Int16
) Mt srticssliatabio -
3 Countertebusa 1200
(" Data Access View A
3 Server  Nodeld  Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
1 IEHLink... N54|... DeviceHealth O (NORMAL)  Int32 18:29:49.643 18:46:04.937 Good
2 IEHLink... N54|... MaxValue1200 9000 Int16 18:46:19.479 18:46:19.559 Good
3 IBHLink... NS4|... MinValue1200 200 Int16 18:46:21.479 18:46:21.811 Good
4 IBHLink... MN54|.. ON1200 true Boolean  18:46:24.479 18:46:24,562 Good
\ 5 IEHLink... N54|... Value1200 5906 Int16 19:01:42.958 19:01:43.208 Good y
-
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2.4.1 Historical data

Eile View Server Document Settings Help

D @ B e
= E Remove
oject : Oh  Hide/ unhide all dd Add Document 7
~ [ Project

hd ﬂ Servers Document Type:

{b IBHLinkUA®@ibhlinkua_sc I]_I—Hstory'l’rend \ﬁew_]
hd u Documents .
Description:

[3 Data Access View

This document type can be used for obtaining [l

Addresz Space

historical data for one or more OPC UA Nodes,
The received values are displayed in a graphical

£ |No Highight

trend view.

[ Root
v [ Objects
> &b Client
> & DeviceSet
> e MQTT
> & Modbus

License Type: Runtime License

There are no functional limitations. W

confirm
Add

|| Cancel

The historical data of values

Click in UaExpert Document / Add. In
the opened dialog box, select History
Trend View and confirm.

Fie View Server Document  Settings
b B +=
Froiect:
~ [ Praject
w [ Serves
1 1BHLnkUARiEhinkus-005T1T
¢ [ Documet:
| Address Space )
i o Hghiight

Hela
1 ~
b Y

2 % Dala Acessiiew

Senver

IBHLinkUAT .,

®
_ drag & drap

2 Root
13 Ohjects
» ol Chientt
» df DeaceSet
» % Exomple
* o MCTT
» e Modous
v D PLCs
v i CPUT200
B DeviceHeath
@ Devicetdanusl
i DeviceRevision
# HardwareRevision
@ Manutacturer
@ Model
~ & Programs
+ |Zh AirConditionerDatabdod
~ 2 CountesValues 1200
s MaxValus! 200
8 MinVehiel200
» @ onizm
¢ 3 Dateln
* I SupportedTypes
+ i from PLC 1500
i RevisionCaunter
@ Serialburber
@ SoftwarsReisien
o Tasks
v o CPUTSM
+ o CPUIZ
> o IBHLink LIA - WinAC RTX
» i LOGO!
* e Server
> B Slots

Humeric Vafuss

10.000 —f7

v Waluel200

B KOy
History Trend Ve

DigplayName Hoele I Colar

H54|5iring|lBH .. blue

I 5 itig | Lk Lis PLE Bk £PU 1200 Priigrams. CounterUaluss 1200.Uakia 200

Cyde Lot

Timespan:

e &
Update Intervak

a00:01 o

5.000 +

L)

2,
oo
L4
a7
‘qf.ra‘?a%
o,

Rasat Viaw
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